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AR — AT DAZE AR O ZRPETC G I PR ME HAE A% R I A BOPR A% R 4R
B HIA: #0751 det(L) M E SOMAK A A
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ERLBEE V = (vi, ..., vp), BEAEZTIAIAR G T W = (W1, ..., Wi )
Rt Jiiki: VeRERENUERE A, ZOR det(A) = £1, 1

W := AV
ez, BRIk W, ANRETEZ T ] SR BT Vo

L1.3 R BRI ]

o IR RS (SVP): 7EAg L HoRk— N ER & v e L, e mBJLRAEE v = Vv v /).

o BRI RS (CVP): CA—NALERS L i w e R™, SK—A v e L, fERiEiv. #5

Z, KAt v e L, [EHILEAEEw — v F/h.
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MEEAEZ A V2 M . 8%, CVPREA N NP MEFE, SVPIERFER) “BENULZ R THHE
Ny se NP YE] .
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L1.5 TPl St/ dpe JE 1 4k ] i
AL )8 (apprSVP): 5 U(n) 32 n — %L, 7En 484 L, SK—PEFmaE, AT R
FEARE IR O(n) e T L, AR Veorest 24K L BIIRFAFZ &, WR—NIEZmE v e L, HHRL

||V|| S \Il(n)HVshortestH
AN EREL W (n) ATTE RS [F]) apprSVP. NZEKiit— 1A, AT RESMmME e L, WE:
||V|| < 3\/ﬁ||vsh0rtest” \ HVH < 2n/2||vsh0nest”

WIS, B BSR L G 20s, (BERAS R LE AR, BTG po it mT e IR A Y .
UL L 1) 4 8 (apprCVP): 15 apprSVP (UL, FHEER CVP YLl .

1.1.6 LWE P x[n) 8

n 4

a

\_ - ||

P 2: LWE 8 22 [ X [

« LWE 8 FAEn8: AR A e Z M b e Z7, Kl s € Z7 ZEAMER. Hi,
b=As+e modgq.
e € ZF MR (KU .
« LWE Jge X8 : AR A € Z'" fims b € Z)', FIlrE LWE 526, 2 RplEsesl.

Regev 7£ 2005 4E1fF58 7 LWE [ABIR A XEYE , IERI7ER TIHZ N, LWE 2/ 5 worst-case [T 4
O(n/a) ¥ SVP f7sfh—FERME. o, 2 LWE SL0lh SR80 7 256 X154k, On lattices, learning

with errors, random linear codes, and cryptography

1.1.7 ¥ LWE P *fi:[o) i

g >2, ZWAREn > 12 2MBERTT, Z2HN f(x) =2"+1. 35 R = Z[z]/ f(2), ] Ry = Zylz]/ f(x).
X & R E—AWEEHERS. Ay 2 Ry x Ry FI—MRFE . %A TR 5k 15: BEpLEE:
ac Ry, WS x EFER & ec Ry, W

Ay =(a,b) = (a,aes+e) € Ry x R,
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* 5 LWE f#ZE MRS : TR (a,b) € By x Ry, K's € Ry R HMER)
* 5 LWE JIge i xfeisi: CHER LEW(a,b) € Ry x Ry SEBISEEHLIY 23011561 (a',b'), TeikIX o).

1.1.8 Babai 7k

CREIEE V = (vi, ..., vi), SKHEsIE w BRI G W', Bz CVP IR R T
Babai 533 w' = [wV— V. BIKIE, GHLN=ABER:

LB ORRREE, REFEZWERTE PRTRAL, SR S G € R, (R W = fovi + o v, BIFEREIAR
GESIE S

2. XTIt € R, BUMGTA [ZFR]Y a; = [ti].

30 HEEE W = a1vi + o+ anve, MWW R W BRI I

Xl
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a1 = az =1 [RE/P)Y, NigiHEE W = , B HbR .
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101 201 B 100
© A1 A ( ) ( ) HHE bR w = ( ) Kihi ty = tp = 50/151 = 0.33, W ay =
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0 —a S =,
az =0 LREKR], WL E w = s g H bl i
0

srbr:

FERARIEE (1, .s Vi), SRR ¢ U TLARE, RIEEBUN, FrARA 4 R IE .

LI (W1, ..., W) TEZ T AR EE 8 € R, MDY TLARRER K, TeiERFHERRSE AR .
WSR F AR w o (WO LSRR/, Wt EREE 0, &R a; T 0.

10 0 2
o BRI ( ) ( ) 1 H bR 2N w = ( ) Kty =02t = —0.3, M a; =
0 10 -3
1= 1=} / 0 PTT=  PY
as =0, MEHAEmH&E W = , FmMeh
0

10 0 12
 CAR ( . ) ( " ) FIH AR GRS+ Rt w = ( 3 ) Kith ¢y = 1.2,t5 = 1.3,

10 -
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PHgk, Babai SRk ARIRIE, Mok, R4/, REHRBIBGLMH, Rt CVP W8,
]2, Babai 5L AL IRIE, JaW, BEK, ARSI, AREfEJE CVP xR s,
1.1.9 GGH XYM RS

Public-key cryptosystems from lattice reduction problems

o WY MRV = (ve, o vie) TERFABE . ERE DB U, 15 det(U) = £1. 15
W= UV, MWHHEHTHEW = (Wi, ..., w,) (R,
o g HECH/NEE m, PR, BALHIW, IR

c=m-W+r

M2 SCH ¢,
o fi#: V] Babai BYE, fAREH (LY, HEE:

[eV i evW!

Babai FiyA T, WM ¢ KULRAEEALN, PR 1 ¢ — @ BN, WEIAJTHAZ 0, FTPA [rV7!] ~ 0.
%l

o WYVERG RGN PR -

vi | [s1 15 17 60 20 ]

Vo 53 7 49 46 —11
V=|vw|=]2 8 -6 -6 —of
Vi 11 -96 92 70 —70

v | |28 -58 98 -89 24

B v1,va, ..., vs AEREA IR L 94751 ME N det(L) = 22655546896 1% AL Hadamard L1 34h

det(L 1/
H(vi,ve,...,05) = et(L) ~ 0.9249
[oall[[vz]l[[vs][[[val[llvs

B 1, PreA2Rm.
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TEFE T R

16 111 139 -16 -95
—91  —642 —747 185 471
U= |-103 —677 —1133 492 524
—21 145 -190 55 111
| —10 86 9  —82 62
WL det(U) = 1. KI5 SARPIMNTRE, BEIHRHENEN L8

(7145 19739  —4237 3949  —15400)

40384 —113685 25691 —13165 75236
W =UV = |45356 —179080 54894 27526 92497
9137  —29008 7336  —1039 18230

| 4600 4280 —5798 —16426 7011

T ABH, XHAHER Hadamard HZAH X T FAEA R U AER /)N :

det(L 1/5
H(wy, ws, ..., ws) = et(L) ~ 0.0021
w1l |lwz || [|ws |[wall | ws]|

Bk 0, FriA@ k.
° hﬂ%: ?ﬁz%\y‘j m = <_787 48a 5) 667 89)7 ji?%%mu%?é r= <_9a _57 17 _27 4)7 ﬁ}fﬂ ﬁn_F/l-\\ithH%_:

c=mW—+r
P
(7145 19730 —4237 3949  —15400| [-9]
40384 —113685 25601 —13165 75236 -5
c= [—78 48 5 66 89} - 145356 —179080 54894 27526 92497 | + | 1
9137  —29008 7336 1039 18230 2
| 4600 4280  —5798 —16426 7011 | | 4 |

= (3746835, —9425535, 1806279, —2332802, 7102176)

o fid: T Babai HAMRE, KF e AALET (DUBEE) vive, ... vs RiK: T e AR v, BHILA:

{

—8407.083 |

—60082.952

¢ V'~ | -64102.054
8919.983

| 45482.020 |

PUETA, TSR] (DUBTR:) VARSR, BIASE|—iiatgm s (e T CVP ) :

V=[c-V1.V

= [—8407, —60083, —64102, 8920, 45482} -V

= [3746844, —9425530, 1806278, —2332800, 7102172]
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A RE TR mW, B3 e BTN, WV =c—r=mW. ETRITHE:
m=v W' = (3746844, —9425530, 1806278, —2332800,7102172] W= [—78,48,5,66,89]

R L -
* Goili: BRGEE B SR E S, BRAEAY] (H5E) W AREXTT A4 W W Babai 53k
i, ~fFE):

¢- W~ |3417.187,5205.909, —62877.902, 351125565, 7130786.869}
RGBT, [FIFELAFE]— A ) i
Vi=[e- W= [3417, 5206, —62878, 351126, —130787}
RIGEAHA WA, BV -W=T[c- W' - W, RIJE, BEHEERIR—DARIEHII S
m = {3417, 5206, —62878, 351126, 7130787}
XFFANIFER R, I Babai SEyERRCR AT -
le—v'|| = e —[eVT!] @ V| = 11.2694

le —v’|| = |lc — [eW '] @ W|| &~ 13264.50

P, XF 45 W, Babai SRS RAGENE R CVP (/.

1.2 MR )i R
1.2.1 Regev05: s 1 Lotk

On Lattices, Learning with Errors, Random Linear Codes, and Cryptography
EAERCH n, x & Z _ERMERS Eil A, RO L ARERE .
o« WYPVERR: FAPTNEENLI R sk = s « Z7 . BEHLIS2IRBUERE A « 20 Rl e « XN, Wit

b:=As+e

MAHH PK = (A,b).
< g XPFWHEE moe {01}, HEERENE r € {0, 1}Y, WA
e = EJ m+rT . bez,
Cy = I‘TA S ZZ
MEESCH (c1,€2).
R WAFLE s MBS (e1,e0), WTFIHEA

E [(c1 —eco-s) mod q]J mod 2
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JEITIT
E [(c1 —€2-s) mod Q]J
— 3 HgJ ~m+rT-b—rTAs}

zgugJ ~m+rT-(As+e)—rTAs}

TR

=m+e*

MM e NT (4] /2 0, MR RASEIT . TER, WA rT e UK T

1.2.2 BVI11: jn# 1 bbds
Efficient Fully Homomorphic Encryption from (Standard) LWE
© PR RPTHBENLR R sk = s « Z7 . B BURIE A < Z)7 FIgER e« xN, FiFE
b := As + 2e
MIAHIA PK = (Ab). W WP BRL

o g XA m e {01}, BBV r € {0,1}Y, R
c1 ::m+bT~r€Zq
c:=A"rez;

o R WAL s A% (c1,e2), WITNIHE

(c1 —¢2-s) modg mod 2
IR
(c1 —cg-s) mod g mod 2
=(m+bl - r—ATr-s) modg mod 2
= (m+ (As+2e)7 -r—ATr-s) modg mod 2
=m+2e’r mod 2

R, M 2eTr YK T .
1.2.3 KTXO07: s | Lbky

Lattice-based cryptography

WYL PERRRENURIIE S « 22Xt RSN sk =S = (1,..., 1) € Z¢" V% Hoh, 1 g pfi ity
T S Bl
WERLI SR A+ ZY <™ FIHRME E « V<!, IR

b:=A'S'+E ez
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é\
A= [b| - A] € ZI*(nHD
MAHR PK = A, PAF&R8AL:

A-S=[b|—A]-S=[A'S +E|—A']-S=[A'S'+E|—A]- (1,...,1|S') = E (This is noise.)

o s HEN 4R m e ZL, 4 m' = (m,0,...,0) € {0, 1}, BRI Er € {—a,—a+1,...,a}V

¢:= |(m| + AT x ez
3N .
o fRE: WARLET S M ¢, QIR
t
= | Z(sT
m [4 @J

B(sTc)J _ m (7 ([Lym| +AT~r))J _ B (1) [(D(om,0.....0)| —I—ET-r)J

VERE, WS LETrRHOR T

1.2.4 DGHV10: T3 %H) FHE

Fully homomorphic encryption over the integers

< BYVEK: RPIHREIYLER p. AN pe. q BT BENLEEEL.
o s WPTEE moe {0,1), MR e, i1

c:=m+ 2e+pq

WA e
o fids: BRG] p MIE e, R
(¢ modp) mod 2.

Bip 48T pg, B2 ZK4s TR, B TRIHE m.
s W&EME: e+ = (m+m')+2e+e)+plg+q)
s fi##: (c+c modp) mod2=m+m . HIYEXTIERS SN /N
s WAL ¢ = (m+2e)(m 4 2¢') + p(pgq’ +mq +m/q+ 2eq + 2¢'q)
s % (c- ¢ modp) mod 2= (m+2e)(m’' +2¢) mod p mod 2,
KEETH (m + 2e)(m’ + 2¢) FAGZKR, FREE p, W mod p A&, FEURE 5.

1.2.5 LV10: 3 LEW A8

« 2 MBLE T AR E R R RN (SRR AR ) .
* FEETH R R IR TR RN NAF, BT AR RS A


https://doi.org/10.1007/978-3-642-13190-5_2

ERSMEIIE ., ESIRE Ak s lynndell2010@gmail.com, mutourend2010@gmail.com

LV10 35 LEW A4/ A1 Regev ) LEW ABIIMEEFERR EAHE .
On Ideal Lattices and Learning with Errors over Rings

Wi >2, ZWMAWE 0 > 1R 2 WREKT, ZWAN f(@) = 2" + 1. ] R = Z[2)/f(2), 3 R, =
Zyl2]/f(x)e x 2 R ER— MR

« HYVEIK: BEYLIERE s € x, 1ERFAEH. BEDLEEE a € Ry, HEEMES e € x, TR

b=as+e;
WA R (b,a) € Ry X Ry,
o mE: HEAme (0,1}, HEHARE m € Ry BEVLIEEE e, e3,e4 € x, WTFIHE
1 =|q/2] -m+bey+es€R,

co=aey +es € Ry

WEESCH € = (c1,¢2).
o R AT s RIS SC e, AR R

2
m:=—|c; —cas mod ¢g] mod 2
q

JEIFR

2

—|C1 — C28

qL ]
2

:g(LQ/ZJ -m+beg+eg—(aez+e4)s)
2

= &(LQ/QJ -m + (as +e1)ez + ez — (aez + e4)s)
2

Zg(Lq/QJ “m + e1ex + e3 — €48)

2
:m+5(€1€2+63—645)
=m-+e*

1.2.6 LV10 %)
TrEEFER 2AENRRS, WIS ATRENOOHEE,, MBS T Z 4/ INEE. .
Big>2, ZURUHn > 1R 2 WRKY, RN f(o) = o™ + 1. 3F R = Zz)/f(2), 3 Ry =
Zglx]/f(x)e x & R _EI— AWM.
o B FEVLEE s € x, 1ENFAE. KLk ac Ry, #ff e € x, IHHE
b = as + 261
M2 (b, a).
« g JHE A me {01}, HEHWXZE m e Ry. FHPLEEEE e2,e3,e4 € x, WHITHE
c1 =m+bey +e3 € Ry
Cco = aeg + 2e4

MR € = (c1,¢2).
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o s EARLY]s M SC e, TR

m:=c; —ces mod g mod 2

JEITAR

c1 —cos mod g mod 2

=m + bey + 2e5 — (aep + 2e4)s) mod ¢ mod 2

=m + (as + 2e;)es + 2e3 — (aex +2e4)s) mod ¢ mod 2
=m + 2e1e5 + 2e3 — 2e48 mod ¢ mod 2

=m+ 2e¢* mod 2

=m

1.3 FHE JEA 2

4[5 0% (Fully Homomorphic Encryption, FHE) Je—FI# 7%, € AER C L E#IHTER, A
A o A A DL R S BRI SCAOAT T A . X AP RE Y S B E A AN ARIR SR AT 0] ARSI T 2518
TATRE, DU PRI ELEA BRER_E A s — IR SE A e o

FRTTE, ARMIH/R (BEEAR) RESHSATAEE XOR (Inik) F AND (3R3%) 1130R. #Alihst, 4
SEWNSC Enc(x) i Enc(y) (Hd, ol y &BISC, Enc I HERIE), WAL B2 Sl Ay (5%
Feik) 25, HEle+y (Ho-y) WIMESER, MICHEMRE Enc(z) Fl Enc(y) o iXEAX N ELEIEATE
T R AL VAL, R AR P Dec(Enc(x) AEnc(y)) = = Ay, o, A FoRiEsiRE, Dec ZARFHRAE.

AN Iy FEh— AR Z BN (PPT) 533 (KeyGen, Enc, Dec, Eval) 4158, i LA R IR :

o B (KeyGen ): B EALESENERTEA, &% (sk, pk) R TS SCEIETRIS#E
YERITTAL 254 evk .

« s (Enc): ZEEIAE pk FTHE m CRAHEZME) MEA, MH%E L c.

* fi# (Dec): R VEPAFAEH sk TR SC ¢ MR, HHiHE m o WSR3 T0 B N 4% ) 7
Hom, Wd L.

o VEl (Eval): 28 EDATEAGEH evk . — D RR%L f FI—HHEZESC (cr, .- c) BN, BB cr o R
fl—’zl-l_: Cf fﬁﬁ%@] f(m17 ey mt) E‘Jéﬂ:%7 E[] Cf = Evalevk(fa (Cla ) Ct))a Decsk(cf) = f(mla oo 7mt)° E
B, B3 cp Ml e« Encp(f(ma, ..., my)) TERES SRV FHEI A SC, (HHEAGRE T REANT (Wi es
HCFATREANT] )

RISy KA M A

o Wi Hreh B i K degree: ZAFMEE LT R E REIEHITHAN R EGEE . BIANS, 45 E GEIERITAL
PREES F AT R4 f, BIFFAETPAG YA Bval | 2 -

Decg (Evalew (f, c1,...,¢t)) = f(my,...,mq), Vf€EF,

Hrr, ¢ < Encp(my), Vi€ {1,...,t} o MO, ZERERE TP 3C ¢ (B Eval i) 275 hE
YRGS BRI A . TEZ BRI e, vl AR T m A% S ¢ B— 17— R £
Tz degree {1y pR LRI T4
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o WSCKIEMIK s R AR TR UOTAL S B0 bit KRS RAE L. QR SCR B R _EFR ek
fRISRZRIETER, WIFRZTT A RETTT

M iR, RS SR 2 A R

* Partially HE (PHE) HBEPPAG L —FPBRTT (RIIEERE) mobes, HrABsoREEAZRGIm 2.

* Leveled HE (LHE) RERS VAL 0 S IARSRVAT TRy R %, EALBR T SRR B L 7 46

* Somewhat HE (SHE) RS 77l (1, & i AN afe v 11 i i % 14 , LA %2 B o H B R BE I s 185 1« SHE
It LHE % °hi@ f . 7~ 3% Gentry (2009, 2010).

* Leveled Fully HE JL°F- 5H R MB AR, HiX L8 ZREEITARIRE N L TG ik, RO sE
Brakerski #] Vaikuntanathan (2014); Brakerski 5 (2014); Brakerski (2012).

* Fully HE (FHE) fEBPPAN (0 S ARSI T A Bk, FLHL R BEA 32 B B 7 58 - 7= Bl 6095 Gentry
(2009) #i1 Brakerski ¢ Vaikuntanathan (2014); Brakerski 2¢ (2014); Brakerski (2012), {E553FIE404:
BRSPS CRUEALE H ] —XPFABHAN A B I Y 22 4k

MRAEFHE J7 A @155, FHE J5 58] PAJyoh 3 Fhe Ay :

o WA E54 Boolean Circuit 75 /R HLEE  (H] bits {i7), %l TFHE &,
o BT A EHEA Modular Arithmetic 53258 (B “clock” 1244), 11 BGV #l1 BFV &,
« Y4 11E 85K Floating Point arithmetic 77 58 %, 11 CKKS F%.

fEfRsRIEN 2, BA 2B RSN EE o RS H % (822 RSmE FE) nfAEd “5)5”
FeAREA A RSINE H R
FHE (Fully Homomorphic Encryption, 4:[RIZSHI%) FEANEHEMTEI T, BB E SCHATERZITE. it
B HE CE R R G, SR SC R RS R AR . B, XA R R AL f A m , FHE A4
WIPEITA : f(Enc(m)) = Enc(f(m)).
W2 (ERISME). 2REMEF QLS INMMESAXSTH Fik: FRER, WF, BE, FLTH,
o YK KeyGen(1): #hdiN4 pk, i+ F A4 evk Fod04A sk,
o N Enc(pk,m): 18 N4 pk mE—15 8 m € {0,1}, #HEF L e,
* i Dec(sk,c): LA EN sk BEEL ¢, RILIHK L m.
o WA Eval(evk, focq, -+ c) s AR FANA evk, e, ea,- 0 e AN SIS fo P, £:{0,1}F —
{0,1}, #WEEL cyo
PREL f W RN IR GF(2) DB ARBEIEN ., SRSMERE LN, 8 EiE 74,
SRl R
T R B RO, RIS A E R DA AR
o i “di” WERSINEE Y, I ASIHE R IR E R R A, (e <4 BeRSmeE
B AR SR A BR  (Bootstrap) FIFEFR % 2RI ;
o TREBRBEFSMERS, WEERBPITRE N L Wit E R, BENSEET L.
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Lol 3TN RSIERE HE, fEf74E L = L(N), WERX TR L BEA4 RIS GF(2) BRYSAR
U f, DARATIERIA ma,ma, - me SRR A1

Pr[HE.Decgy, (HE.Evaleyi (f, c1, ¢, -+ ,¢r)) # f(my,ma, -+ ,my)] = negl(N),

Hrr, Dec /& HE #5305, Eval @% SCHHHRANE, sk %Y, eok @FSCHEAY. WEMCHRZNE
Y% HE J& L-FI .

#5r l& Mm% (Somewhat Homomorphic Encryption, SWHE ) : S5 U BEHAT A B AL AR BE RO 5 SCTHARE, 7
Ay INE A2 L RS .

BV QAR A R AN SR R R R T TR, B SO R ST S L S TR o, T
PRz &SI B SR .

AFA: AR NEENFESNERER L RASKWH L = oo, HIWLMEEZHREENTERE, WHKZ
AR AR

JARRI A IR R4 R AN B SRE M AR A AR T, R A A S L WA T L TR
WRE L, MFRZE R ZR A4 SEE.

2 SRR

A Lo SRR A B SR PRSI S, BIFER SCHLE IS, R A SO & S 808 S0 i
MRS, MR S SR, BN BEIERRAR . DAL, SB[ SO R ) B R 4 SO B
PRI K AT . H AT 3 PR B R -

 [FIAHEE/H2%¢ (Bootstrapping) ;
o FiXZH (Modulus Switching), ¥£3.2.5 ) ;
« PRI (

Bit Decomposition) .

2.1 Bootstrapping [1%%

H 25 AR 2 Gentry SCILA RIS INB T BEEA . Gentry FESLI ARSI, WEBWRFFHIATH D
MR, B ARY R SCR X SO — (I AR, A MBS 0 5 U I — (L i 45
R, ML FISHAT IR AR SR E] AN S0, XHTI SO R . P, AT A RS
FREEBORZIR (8L B SCH MRS

L PRk : RAPIFI AN 3R (ski, pk1), (skz, pk2) .

g : {8 pka STEASC m @ (m) = Enc(pki,m). W&, FAH sk BEMEAHR 1()

Decyk: HiA sky F1 (m), BEAT ky YOIERN ko IRTEIEMI LA, MIBEHAAR 1().

3. s i phe X SC (m) I [(m)] = Enc(pks, (m)). R, 9T ske GBI 2[], 2k U
VR kg IRTEEI A A

4. Jmgg: R pko XEEC sky N [ski] = Enc(pko, ski).

5. RZISHE: B SCHAT RS IEMF SRS, S5 0T B SO0 I imvE sk . Wik, BA [ska] #1 [(m)],
PEAT by RIS INERD ke R FISTIERIALS, WIRERSIIEAR 1), 45 [m].

0

13
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Gt TR &SRE: [m] = Dec([skil, [(m)]) J [ska] Bitsi AR 10), ARAHR 2[ ]
Bol AL SPUR 3 SIBIR S, BObBKIR, AL (WISCm ALY sk ANiliki)

o fRIRANR 1 %3 (mo), &3 n RIFEZBHEAZ AN 1 %3 (my)' . WHIRSERARME (£2T7), &
SEALBEVEAT K1 IR [FZSIIERN o IR FZSREIBHT .
o [EHAEE 3,45 TARY, PUT by IRFEZSINERD ko IR FZSTRYE, RN 183 (my)’ 28 AR 2 %5 5C
[mn], WEEEHAT n KB HE, 228 [me,]’ . WHMEFEREMR™E (27 7)), MFR b RKESM
WA ke WIRIZSHIEIZH T
o FREAIZDER 34,5, dRSEAR, U SCAT PARIESIZ SR n 0, TSR IS0 m FIALEH skq
Bootstrapping F12%: flal&Ria% n Kin, WHAKIR, WAREZESET n &k, WA, DX,
HI T2 K (R OIERN ke IRFEEIZ M ALE) HR BB (pk1, ski), FrPARIR B ARSI B
N (pk1, pko, - pkry1) B (sky, sko, - -+, skp) M. QARG LA, )2 B0 AT DAGE A AR R 25
BAXE, W EROR . RS TRSE R S A FASMENEA, HRSEE SRR, HERERN ON?).
Bootstrapping [ [ 2/[Fl &85 A0 AR Y 2 —Fiid A BRI RS 150 R, wlCAREH i FHE 503k, 2R
5 LI (R UR BBE /N TSR0 AS B 1) W) AT R F B ) R

22 et

MRS ORI ) x € Z) i, BN RS, DRI AR IR, RIRE ) A
TCRJEF R T, AT x B0 1 (x) BRI ng 28/ nlogq, FEARMERS .
BitDecomp(x): x € Z", 4 w; € {0,1}", #HE: x = szong_l 2' - w;i(mod q), Hiih:

(WO,Wl, U 7W[10gq]71) € {07 1}”[10gq-|
BitDecomp ~!(y): /2 BitDecomp(z) fJiiiz%. 4
Y= (WO,W], e 7Wf10g¢ﬂ71)

] BitDecomp ' (y) i
[logq]—1

Z 2" . w;( mod q)
i=0

B & w e A 0 F 1, %08 SUHOR AT

Flatten(y): 4~ Flatten(y) = BitDecomp(BitDecomp—!(y)), N Flatten(y) ;&—JICZ N 0 F1 1 H R0 & .
I, Flatten FERSRF—ANTURAE O Al 1 A1) S AL — N TCR R O Fl 1 ()i, M4EECAE. Gentry 57
2013 4R ] Flatten AR Ry SO 2

RIS, A TG ERNRRREEAZE, TS b mR2 s~ e

Powersof2(y): #i Ay € Z™, %

(y7 2y7 e ,2[10g¢ﬂ*1y) mod = Zn-[logq]
SHFHT x € Z0 fly € 20, AT

(x,y) = (BitDecomp(x), Powersof2(y)) = (Powersof2(x), BitDecomp(y))

14
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[fEE, XFALAT—A n - [logq] dEfi a, A:

(a, Powersof2(y)) = (BitDecomp ™ '(a),y) = (Flatten(a), Powersof2(y))

3 PURAll &
VUG FHE F47 -5 X0

* %—1: 5] A Bootstrapping £ A, ZERLE F IR SRR A . HRIEH 2009 4 Gentry 1 2010
£ DGHV, 2y “ETHRE 4332

« B X arithmetic H1E%, FHE JEASZHIPM B, AURAEHN 2011 4 BGV, 2012 4 LTV, 2012 4F BFV
(J& leveled schemes 4337 ). 2013 4£ BLLN (@ NTRU 4337). WktEft. S H. Bis#eR A, #p
{11 3 51Ky Bootstrapping 54, $2THACR .

o BB=M: Xf Boolean HL, PRARFSZHE PR REME ., fCFEMEH 2013 4£ GSW., 2014 4E FHEW ()&
fast bootstrapping 4 3 ) . GSW {iff i {&] B LE A §e e B R 5281 Leveled-FHE 5%

o HEPOAY: TERTAEBGTE., f£FEER 2016 4 CKKS ()& leveled schemes 4337 ). 2016 4 TFHE (J& fast
bootstrapping 433 ) . XFTIF A AL AU ERTHE, CKKS16 7551 RLWE [, FrPAAST F27r
BT CKKS16 R S, SEmi N BAL, FRatTEgatia. m, m 22— MR ask, wmidh
R, WY KA T 6, FRHEATHCE. M EHHRRE, VKB TN 02, FIAREHE—4
5, HIFE CKKS i rescale #:1E.

3.0 1A% JE TR AT AGDC
Gentry09 [l 77 3 M T EEIE, HREZBER . DGHVI0 F TR, HRFigm, T
fift, HiTEEZERE, AHRSHEREK.

3.1.1 Gentry09

Fully homomorphic encryption using ideal lattices Fully homomorphic encryption for mathematicians

BUAL: DRI RE—ATH, W0 (RIIARNEICR), AT &M

L TP ICR ARSI AAE T
2. THI—ILRSE R PR IeRk A RBATE L .

FRAE R A AP, B o AR FRRARLE o IR S A .
Gentry09 Jj%&: i f i PRAR 1 5@ SCROREECT-#% L(D) € 2™

o WY AP By MIFLBRIEE Boy 0 52 BARAS L(I) 1995 e 5 o .
o g HEZ LR, me {01}, ARt

a=m+2ecR?
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Horfr, e Mg, BI—REbLE A, HAKIET {0,+£1}, H &1 BUARMERMS . %50 c & a fiF
FIZ itk P(Byr) HVA2. Hdr, By 28], Rl

c=a—([aB; | Bp)

Hodr ) -] FoRMas TR Bl AL
a3t A [aB;klj X i gL Bpr PRI S, PRI S: REI E—BEYLIE S a,
PAF—DAFERE L P IRERLA .
- W
a’=c— ([eB,' | Bsi)

XFTAF ¢ PREITATL WA P(Bo). Hi, Bo 2R8]. RI5HHE 2’ mod 2 $4% m.

ST BRI B, JRXRTERS L PiBENLE o FHEMERE, WSS HENL o ST
[eB,,!| By, RMffdk CVP HAEN. SRIG1EZ, $RAGHE a.

o Ak EEOR TN e+ ¢ =a+a’ — ([aB)!| + [a'B}' ) By

o MR ETORE, WEIBOEH S, RIS a+a,

o AR BEOR TR

cxc
= (a = ([aB 1 Bp)) x (2 = ([4'By! 1By )
=aa’ —a( (a/Bpili Byr) —a'( faB;kIJ Bpr) + (I—aB;li Bpi)( {alB;klj Bpk)

o g A1 DURIEEY, )5 3 UUZRENUS AL, FERMBEE ad’, WAFRIEELA oo B AGE ISR 2545
BEHLALAIEFS (e CVP RIXER) , PASRAits . RIS aa's

RIS TR AR A (RITCIERZSIPAG) TR TS5 B2 (Bootstrapping [FIZSRE ) .

N T EPAZ L, Gentry $& i1 17— A5k, @R EIRIIESINGE T % B 728, 38— ANBi 5
R E, g REAMEMFESRES, (BRA—ARARME RS, I FLi4F Bootstrapping.

N T P AR AR S 25, Gentry WM R FRAEPEAE ST P s N — 2L T RPN “BUOMRR” . XL
SMER R —AmRE S = {sili = 1,..., ST, WHSH—THET. T8 sk 2 T LRI, PEHHEY+
WEHAGEERES S. BHIE B WREWET: £6 T 2Men 2 fRAa e, Kt His 4
WIXE L (SSSP) .

T S LE AT 4 TR ) AL

L. i AR (SSSP): ELHIn NEEL S = {a1, ..., an} C Z, FIBIREAAEES SHTHEL
D ierai = 0.

2. ATSH R R RS DS (CVP BRXERLEREIE) : CHI— A HARm & ¢, {15 dist(t, L) < al(L),
L A(L) A L S — A i B K. SRS iR — Mg v € L.

3. PR RS (SVP MR AT )« AEMs L Pk E] DR ARE . i, M(D) 2
YAL(L) < Ao(L) Hoy > 1o #A)iGud, Smar) KRERIER DR (L) 1 v /).

4. WA, SCHRG IR,

16
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S 4l : CDPR16 % B T i Fi SR BHAE I S — MR - 4 A B T2 0Tk ), s 28 2 i
[ FEREOL T, AT A TR IR Xty , Moty H AR @ 5T R IAEAR I % #41% . Recovering Short Generators
of Principal Ideals in Cyclotomic Rings

Gentry (2009)

— |
’7 ‘Smart, Vercauteren (2010)‘

' Stehlé, Steinfeld (2010) batching
‘ — [

\ Gentry, Halevi (2011) |
[

fr Scholl, Smart (2011)

B 3 T AR Y 7 S A

3.1.2 DGHV10

Fully homomorphic encryption over the integers

W75 12,477 LI — Ak
o WYV YT p, BT RV, AR (2o, 2n)e mo RAEL, Hozo > 2,Vi

T =pgi + 1

iy ri e BERLEEEL.
s g HEm ey, WHITE
c= (m+2r+22xi) mod xg
ics
Hep, r 2L, S2{L....n} BRIP4
s ff#: 1% (¢ mod p) mod 2

IR LAV T R TR (SSSP) PARGE{ER R A2 %L (AGCD) X ).

« SSSP WIXfeRli: T n MRS = (a1, ..., an} C Z, FINTETHIEES SITHEL WE Y, a =0,
* AGCD WXERIE: CRIFENLIERE AR {0, .. 20} € Z, SR “ILRBILIERED p.

van Dijk, Gentry, Halevi, Vaikuntanathan (2010)
- DGHV scheme -

 — T I — . I B E— ]
Coron, Mandal ) [ ) |
. Kim, Lee, Yun, Cheon Coron, Lepoint, ‘ | Nuida, Coron, Lepoint, ‘ .
Nacca'i'z’g;r)'b°“°h' (2013) J ‘ Tibouchi (2013)  Kurosawa (2015) Tibouchi (2014) Cheon, Stehié (2015)
‘ batching batching =~ batching scale invariant ~ " LWE reduction

for non-binary space

Coron, Naccache, [rheon, Coron, Kim, Lee,

Tibouchi (2012) Lepoint, Tibouchi, \
itchi Yun (2013) merge
modulo switching L version, )

Bl 4: BF AGCD [RIXE )8 FHE J7 5915
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3.2 4521%: AT LWE fil RLWE

LWE version

RLWE version

Brakerski, Vaikuntanathan

Legend

first scheme proposing these
techniques/features

techniques/features of the scheme

(2011)
re-linearization
modulo switching

I

re-linearization
modulo switching

|LWE and RLWE version|

Brakerski, Gentry, Vaikuntanathan

| Brakerski, Vaikuntanathan
(2011)

Leveled version of the scheme

Costache Laine, Player

‘/
(2012) - BGV scheme -
‘ Leveled FHE
RLWE version @
Chen. Han (2018 / LWE version RLWE version
— cult ) Brakerski (2012) Gentry Halevi, Smart (2012)
improve bootstrapping @ scale i lnva riant asymptotically fastest
RLWE version RLWE version RLWE version
Halevi, Shoup (2020) ‘ Fan, Vercauteren (2012)
| i CFV scheme Gentry, Halevi, Smart (2012)
improve bootstrapping (BGV) FFT and CRT optimizations
SIS I I Al Badawi, Polyakov, [ RLWE version | [RLWE version l
Bajard, Eyn?ég,1ig)asan, Zuced «— | Aung, Veeravalli, Rohloff | ‘ ’Klm Laine, Player Xia (2018) Kim, Polyakov, Zucca (2021} i
ANS it (2019) “ encoding method <companson)~*~*—-*-
[RLWE version I RLWE version |
Halevi, Polyakov, Shoup — Bajard, Eynard, Martins, Bootland, Castryck, lliashenko, |
(2019) Sousa, Zucca (2019 Vercauteren (2020)
BNS " encoding method
K 5. %5 2 {C FHE: %£F LWE #l RLWE
3.2.1 JifgAIA: Kronecker Product
Wikipedia: Kronecker Product
0 5 0 5 0 5 0 10
1 2
1 2 0 5 6 7 6 7 6 7 12 14
%) = = = = = =
3 4 6 7 0 5 0 5 0 15 0 20
3 4
6 7 6 7 18 21 24 28
s kEPEmEH a®b;

» Kronecker FH 2454 A @ B,
Kronecker FUH AT 9 MR, &5 2 A~ 25 ki

1. A9 (B+C)=A@B+A®C, %k Bl C MR-
2. (A+B)C=AC+BC, TR A BHENR-F
3. kA® B=A® kB =Fk(A® B)

4 (A®B)®C=A® (BxC)

5. (A® B)(C ® D) = (AC) ® (BD)

6. (A® B)T = AT @ BT

18
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7. (A®B)"' =A@ B!
8. AB£B®A

9. B A= P(A® B)Q, P il Q }& &Mk
10. (AB)T = BTAT | St
11. (AB)™' = B~ YA~ MR

3.2.2 BV M #phnsE

Efficient Fully Homomorphic Encryption from (Standard) LWE BGV 14 J5 % d1 1y 3T LWE 245252510,
o MR EEERNEs € Z), MAHR s = (—s,1) € Z7T1
< g HER m = FE, S m=(m,0..,0), EEHHHEE A € ZE RS e € ZF, e MRZE 1 x
rhRELIE R, T
c=(Ab=(A,s)+2e+m)€EZ>*" x L
M SCH e = (A, b).
s R WA S = (—s,1) FIEL e = (Ab), WHIHE
(e,s) mod g mod 2
=(b—-(A,s) modg) mod2
= (((A,s) +2e+m) — (A,s) modg) mod?2

o FZEmk:
c+c¢ = (Ab)+(A,D)

A+ A (As)+2e+m+ (As) +2¢ +m')

= (
=(A+A, (A+A')s)+2(e+e)+m+m)
= (A", (A",s) +2¢" + m")

= (

A/I7 b//)

— cl/

Her, m"=m+m's EE, ¢ =e+e BBEHPR. [FAMER LT Z0E).
o iR BARLETS = (—s, 1) A3 " = (A7, b"), WTHITE

m+m’ = (¢";5) = (b” — (A”,s) mod q) mod 2

« MR cod, Foh Kronecker 1 (Kronecker Product) , 2 #MH/GK A 1] 5 B4R BRI HE )
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* f@ds: RIS PRIHAY sos. R BRYIRERN T WA
(e®c,5®5)
=(c@d) (5©53)
=(c"@c")(s®s)
= (c"5) @ (¢'T5)
= (c,5) ® (¢,8)
= (¢,5) - (c;5)
=m-m’

/E\EP, 5 L NBL ARS 20 MR 6; AFS 30 PRI S 485 4 B 485 St Kronecker WRLERML; 5%

WIEIAT 2 MR M bR BB

© FRZRMEAL R AL, AR FIE I SO NEIE n? /2 B EIFFIO N, Bl n+10 2 7 SE B 20, @
B WFRE G FIA TREE ¢ - o 1) KRNV RE . )i, Brakerski. Gentry Al Vaikuntanathan
(Leveled) Fully Homomorphic Encryption without Bootstrapping X — % A Ff k8 5H3e#k (key switching ).
TE3.2 475 R

© YRR, HIRSRIREIR, FFRIESME % (SHE) #h st MM I %, MR8 50 ¢ X
q PSR R 5 50 ¢ XBE p UL, Hob, p 6 ¢ /MBS 2. BRI, Jek Z P oT R A
p/q, SRIGHURER R IR R — AR R I 2% SO R iR 220800 . TR TR, s Y
KBAR, XA AT VARG AR R v Bk, T TCHG Gentry $2 IR HAR Y%, 15 SSSP A FF2 7
. TE3.2. 5T A

3.2.3 BGV14

(Leveled) fully homomorphic encryption without bootstrapping

Bd 2 W, ¢ HAFIERBIEL, x O R _EMRZES . Hoh, R = Z[2] /(a9 +1) . & By x i oK
RERIFLBR (BRSO ), I IL B WG BA R TR NA R 22 b X TERC B R, Ry = Z,[a] /(2 +1).
BT I TARRAR AT :

C PN WAZA SN, BN A NORETR s € x. TFLBAY sk = s = (Ls) € R2. B
BUSATER A o/ € Ry, SURIHLD = a's +2e. Horlt, e A x BEHIHERRIOIE. Hith sk FIA4]
pk =a= (ba _a/)" W\T%ﬁ&j

(a,5) = ((b,—a), (L,5)) = (a5 + 26, —a), (1, 8)) = 2

« W AT pk € B2 FINE m € Ry, m B4R IA R m = (m,0) € R, FFBR 1. co.c1 € X
i

c=m+ 2(eg,e1) + ar
= (m + 2eg + br,2e; —a'r) € Rg

= (CO,Cl)
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- R HARLY] s € B2 M ¢ € B2, AR

(e,8) =co + 18
=m+2eq + br + (2e; — a'r)s
=m+ 2ep + (a's + 2e)r + (2e; — a'r)s
=m + 2eqg + 2e15 + 2er
e ((m+2(eg + e1s+er)) mod g) mod 2 =m.
HWE: RERRIER L/EZE R ¢ eo, e Fl s BB/ (B RHENR x WITER).
o [k XF AN
c+¢ =(co,c1) + (cf, )
= (m+ 2eg + br,2e; — a'r) + (m' + 2¢(, + br', 2¢} — a'r’)
=(m+m' +2(eg+ep) +b(r+71'),2(e1 + €}) —a' (r+1"))
= (m" + 2e( +br",2e] —a'r")
~ (.el)
s
o iR
(¢ s) =y + s
=m" + 2ef +br" + (2 —a'r")s
=m" + 2e( + (a's + 2e)r” + (2¢} —a'r")s
=m'" + 2e{ + 2¢Ys + 2er”
4 mod ¢ mod 2, WIFKIEF m” =m+m’,
P, HESERPIRENGHE ¢ HE, MEHREIER LIk,
© WERL: cod
o iR R s RO s @ s, R RARKEERIINT . AR -
(c@cd,s®s)
=(coc) (s®s)
=(c"ad)(s@s)
= (cT's) @ (¢'Ts)
= {c¢,s) ® (c/,s)
= (c,s) - (c;5)

!
=m-m
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324 BobBiAR: 915
fiet- % 53 B+

(c@d,s®s)

= (c,;5) - (¢,s)

= (co + c18)(c( + ¢)s)

= coch + (coc) + c1cp)s + cic)s®

=do + dy 5 + das*

= ((do,d1,ds), (1,5, 5%))
AR W AR RECN (do, di, d2) BIZ TR, FEREARAR s ALHISRAE.
AEAERDE: FAEH s I RAFIRH s @ s, FSTE R, MFLEALHY R,
fre g K5 2 N F] s 8, TSI SOPY dos® S5l Go+ers. BARTTE , 2B m = s, W m = (s*,0),

VERERENLEL 7, e0, €1 € X, QTR INE:

¢ = (5%,0) +2(eg, e1) + (b, —a')r = (5% 4+ 2e0 + br, —(a'r — 2¢1)) = (s* + as, —a) = (3, —a).

Hr, a=ar—2e,
52 4+ 2eq + br = 82 +2eg + (a’s + 2e)r = 82 +2eq + a’sr + 2er ~ 52 +a'rs — 2e15 = s +as, NEHT 2e.
IH./H 82 - ﬁ —Qas, @T%*ﬁ)%%_:jc (d07 d17d2) ﬁ]ﬁ—‘/l\ﬁﬁ%_:i (6707 Ci)o

do +d18+d282 = do +d18+d2(ﬁ— as) =cy+ 18
IR ¢ = (co,01) @ (ch,¢h) = (do,du,dz), RHTHIT BB s @5 = (1,5, 5).
< IEHEL (0, a), MUMIERHES N s = (1,5).
B, BPISHREARIEY e SCE R T IR %3, R SIAE.

325 BobBiAR: BiZg
i) &5 3fe i :
c®¢ = (co,c1) ® (ch,c}) = (coch, cocy, crchy, e1c))
= (m + 2eq + br)(m’ + 2e(, + br') + (m + 2eq + br)(2¢] — a'r")
+ (m' + 2epy + br')(2e1 — a'r) + (2e1 — ar)(2¢) — a'r’)

RN (r,eo,€1), (17, €, €1) € X
AR AR (x| P850, MR JEMEFEIERIN ||| [?, W& logk ZFATY:, Wil Rtk
F|_EBR [x[|* mod ¢, MIANBBAKSLIZH T .
fRUL 5 RIS HAIZ T 5 I MRS R DA 1/ IxI [, DM A (X[ BERS RSN o/ (x| BRI,
B, WA PAIEST log b 2 RIASTEIZI . MR, (UBEHE T logk JZFISHRE, RIGEBIES .

3.2.6 FVi2

Somewhat Practical Fully Homomorphic Encryption

22
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4 R = Z[]/(x® + 1) Hrv, d 22 5. 4 g Fflp HIERE, SHKHAT A = q/p) Flr(e) =g
mod po XFTAEMTARE L, & Ry = Z[a]/(2? +1). 4 x 2 Ry LI B HFHEESNG. FV I EIGUTF:
s BYVEIK: WAZESEN, W/ NN sk = s € x. EFERINE e € Ry, IFIHE
—(a-s+e) mod g HH, ee x M. Kl sk =s € x fl pk = (po,p1) = (—(a-s+e) mod ¢,a),
° 1:"]%: i_i;é‘ﬁ/\?‘ﬁ"%\ me Rp ﬂ:ﬂ/l}%ﬂ pk € Rgo jij:%d\églﬁﬁﬁ-l&ﬁ u, e, €2 € X, ﬁnTiT%:
co=(po-u+er+A-m) mod g,
c1=(p1-u+ey) modg

%S e = (co, 1)
o iR MARE R s € Ry % c e R2, WINRS

[p~(co+cl's) mod ¢

| modp
q

m:=c(s) =
AR
pleco+c¢1-s] mod ¢
q
_plpo-uter +A-m+p-u-s+ex-s] modg
q
_pl-(a-s+e)uter+A-m+a-u-s+ex-s] modgq
q
_plA-m+e-ute +ex-s] modg
q
[q-m+ pe-u+pe; +pey-s] modq
q
ple-u+e;+ex-s] modygq
q
WO e WRAAE s ARSI Z I, 1/ o(s), AR —IRAMAS R FEE.

C WAL o+ = (ot choer +cf) = (e, of)

:m—|—

- i
pley + ¢ -s] mod ¢
q
_ pllco+ ) + (1 +¢4) - s] mod g
q
~plpo-uter+A-m4pr-u-ster-s)+(po-u +ef+A-m +pr-u-s+eh-5)] modg
q
_pl—(a-s+e)utu)+(er+e)) +A-(m+m')+a-(utu') s+ (e2+e5) -5/ modq
q
Cpl[A-(m+m)te-(utu')+ (61 +e€))+ (e2+ey)-s] modg
q
:[q~(m+m’)+pe-(u+u’)+p(61+e’1)+p(ez+e’2)-3] mod ¢
q
sty e ) b e ) (e )] mod g

q

o FEFRYE: c@d = (coch, coch, crch, eich)
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o iR PN SCHIRAG AR 2 TR E T

c(s) - d(s)
=(coter-s)-(qg+dc-s)

/ / / / 2
= cocp + (coc) +c1¢y)s +cicy - s

:a0+a1~s+a2~s2

=Bo+pB1-s
a4 YIS,

3.2.7 LTV13

On-the-fly multiparty computation on the cloud via multikey fully homomorphic encryption

o« HYHR: EEWADMIBENIZ TR £ g€ xo B, x B R=2Z[2]/(2? +1) FWBHRS A, Hd
ROWFE. BN f=2f +1€ R, i, f=1 mod2, Hf7E R, PR, A% h=2gf
mod ¢q € Ry.

< Mg HWAWEN m e Fy, HNUNTE recy, WFIHE

c=m-+hr+2ec Ry

W ¢ REBMEIIE Ry = Zgla]/(x? + 1) hif—AICE.

o R BRG] f AESC e, MR
(fc modg) mod 2
= f(m+hr+2e) modg mod?2
= fm+ fhr +2fe mod ¢ mod 2
= fm+2(gr + fe) mod ¢ mod 2
=fm+2v modq mod 2
=(2f' +1)m+2v mod 2
=m

FAAE— A R
fe=mf+2veR,

328 BobBAR: $ETHEE

AR LEW T &, B4R b, 2 €= [logq]. Jr, q ZMETTZIEL, W powerof2(sk)
HIAERICH kL.
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g HESN m e Fa, W

¢1,1 := Ency(m,0,...,0), ..., ¢ ¢ := Encp(m - 2¢71,0, ..., 0)

2.1 := Ency(0,m, 0, ...,0), ..., €20 := Encpc(0,m - 2¢71,0,..., 0)

¢i.1 := Encp(0,...,0,m), ..., ek o := Encp (0, ...,0,m - 2¢71)

SR K x ke BRI o
o i AL SRR ) S SRR AT

3.2.9 LTVI13: 48T + iR Jr
o g WAEN m e Fy, BEHUNTE ri,ei € x, WA
ci=m-2"+hr; +2¢; € R,
MBS e = (c1, ... c0) € RS
o fids: BAFLYY f AESCTRINEE T o1, WTNARE
(fei mod g) mod 2
= f(m+hry +2¢;) modg mod 2
= fm + fhry +2fe; mod ¢ mod 2
= fm+2(gri + fer) mod ¢ mod 2
= fm+2v modq mod 2
=(2f' +1)m+2v mod 2
=m
FAAE—A A
faa=mf+2veR,
X KA A :

fe=(cifyoncef)T = (mf +2v,....,m-2°f 4+ 20) = m - Powersof2(f)” + 2v € R,

o &Mk ¢+ € R,
o fR®: JoZl% mod ¢ mod 2
fle+d)
= fe+ fc
= (m - Powersof2(f)” + 2v) + (m’ - Powersof2(f)" + 2v")
= (m 4 m’) - Powersof2(f)7 + 2v + 20

BE—AoR, e,
* Wj#&ik: BitDecomp(c) e c € R,
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- it
(BitDecomp(c) o ¢’) f

= BitDecomp(c) - (1’ - Powersof2(f)7 + 2v')
= m/cf + 2v'BitDecomp(c)
= m/(m - Powersof2(f)” + 2v) + 2v'BitDecomp(c)
= m/m - Powersof2(f)T + 2vm’ + 2v'BitDecomp(c)
LR, BUE IS mm .
FHK T 58 K SRk 48 AN L6 s

Lé[E—AIt, Tromer, Vaikuntanathan |

compariso

(2012) [ 7 /
- LTV scheme - Lepoint, Naehrig (2014)
~ fully homomorphic
security (also) DSPR \
Fan, Vercauteren (2012)
Bos, Laute, Loftus, Naehrig - FV scheme -

u2013) - YASHE scheme -
- DSPR/no DSPR Brakerski, Gentry,
Vaikuntanathan (2012) -

[ BGV scheme -
Doréz, Sunar (2016) / E—
no DSPR
w/

Costache, Smart (2016) }

Kl 6: %5 2 f£ FHE: T NTRU

3.3 4531%: 3T LWE fil RLWE

‘ Gentry, Sahai and Waters (2013)
- GSW scheme -

approximate eigenvector

LWE version | RLWE version I, — RLWE version '
| Brakerski, Vaikuntanathan Khedr, Gulak, Vaikuntanathan

Alperin-Sheriff, Peikert (2013)

LWE version | RLWE version l - —
Hiromasa, Abe, Okamoto Ducas, Micciancio (2015) | ¢— Micciancio, Polyakov
comparison

| (2014) (2015)

(2016) - FHEW scheme - (2021)
- homomorphic matrix =~ —
multiplication
P ILWE and RLWE version| / e |

Chillotti, Gama, Georgieva, Lee, Micciancio, Kim, Choi,
Izabachéne (2016-2019) Qewabin, Eom, Yoo (2022)
TFHE improve bootstrapping

[ [ [ —
[LWE and RLWE versiﬂ:l |LWE and RLWE version [LWE and RLWE version [LWE and RLWE version
)

]
LWE and RLWE version
hen, Chillotti, Song (2019 Carpov, Izabachéne, | Guimaraes, Borin, Aranha Chillotti, Ligier, Orfila, Tap Lee, Micciancio, Kim, Choi,
’ ! Mollimard (2019) (2021) (2021) Deryabin, Eom, Yoo (2022)

multi-key improve bootstrapping | improve bootstrapping improve bootstrapping improve bootstrapping

B 7: %6 3 44 FET LWE fil RLWE
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3.3.1 GSWI13

Homomorphic Encryption from Learning with Errors:Conceptually-Simpler, Asymptotically-Faster, Attribute-Based
BEZHON N, WEIEER L. B q. BEAEDT X 4E80n AR me Hodr, 2040 x 2 Z _ERWERs sin
3, m=2nlogq. % 1= [logq|,N = (n+ 1)L,

o WYVER: BRI s Z7, BN sk =s = (1,¢) € Z3Tt . AR
Powerof2(s) = (s,2s,---,2'71s) mod ¢ = (1,2,---,2!71,¢/,2¢',--- ,2!71¢') mod ¢
VIR A < Zg>" FIMgEE e < ™, 15
b:=A"-s +e
A A n+ LAVFERE, s b FAERE A F
A =[b| - A] € Z*( D)

YN pk = A
HE, AR
A-s=[b|-A]-(I,s)=(A"-s' +e)—A's'=e
o« g WHERm e {0,1}, BHEENUARE R € {0, 1}V R
C:=m-Iy+R-A
Hrp, In 2 N x N RAIEFE. WSO Co Sl 2 RS, #CKREAZ, m@HicA Flatten(C).
o iR EAALYTs IS C, TN HA:

Cs=(m-Ixn+R-A)s=m-Iys+Re=m- Iys+e* =m-Powersof2(s) + e*

Hof, mlys = (m,ms’) Bl m, R-e—e* ~0.
o Mk
C+C' =(m+m) Iy+R+R)-A
1B ICH Flatten(C + C').,
o fid:
(C+C)s=(m+m) Iy+R+R)-A)s=(m+m') -Iys+ (R+R)e

M FOE 37
C.C':(m.IN+R~A)o(m"IN+RI'A)

{H 0K Flatten(C o C').
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o R ETEBOMR S BRI Cs = m - Powersof2(s) + e*, DAL fiftss -
(CeC')s
= C o (m' - Powersof2(s) + ¢)
= m’CPowersof2(s) + Ce’
= m/(mPowersof2(s) + e) + Ce’
= m'mPowersof2(s) + m’e + Ce’

YHmet+Ce < (N+1)E=((n+1)+1) 2nBlogq I, TR, ZdWERN L BEITHEE, 45858
EXHMEEEL R (N + DEE. Hk, T L FAMEA R IERS:

(N+1DEE = ((n+ 1)l +1)F-2nBlogq < ¢/8
GSW J7 G F- 22 mUR B AR AR (385 SOMIRT T B I SO ) RSS2 Pk . S T I ST 4
PR T AR B ARG R R (E7).
3.3.2 TRLWEI1S

TFHE: Fast Fully Homomorphic Encryption over the Torus

4 R=2Zfa)/(e? +1). Hoft, d 22 RUTT. 4 T = Rla/(z? +1) mod 1 1 Ry = Fala]/(ad + 1),
B Ry s AL fe i H2 B R 00 R 2 mi.
TRLWE18 )5 ZHITE IR -

© WYUK MAZESHN, Wil/MNIRLS] s € Ry,
o g AL s € RY, AERSE o ATHE m e T R)5, MM o € T, Ik
—AVNHIERS e € xo Hr, x 2B RS, WEICR:

c:=(ab)=(a,sca+tm+e)eT"xT

o fRE: HAFAY] s € Ry FIBESC e € TP THIC ¢ IR 4tk w-Lipschitz i % s (FROAAGL) . %
FABL s« T x T — T i 2
ps(a,b)=b—s-a

HE, RRBhRY] s € Ry 8. ML o(c) B SR EL -
ps(e)=s-a+m+e—s-a=m+e

Wi, 1 os(c) I AFNHEZM M C T iR -
o (FA) #SCMZeridity: e, .. ¢ B p MSLIEC, HAMERKEH s, HHEK A, L AR
R T AN LM AR

p
c:Zfi'ci
=1

BORIREMELRFNT 1/4, lelle < 1/4,
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- i )
Decs(c) = Zfi - Decs(¢;)
i=1
OO AR A, AR —ASBH RS, AE IS T ARSI SO e A5

3.4 4544C: JT LWE #l RLWE

LWE and RLWE version |

Cheon, Kim, Kim, Song (2017)
- CKKS scheme - J
approximate arithmetic numbers

RLWE version RLWE version RLWE version | RLWE version
Cheon, Han, Kim, Kim, Song ) Cheon, Han, Kim, Kim, Song Boemer, Costache,
(2018) Riandiconal(2016) (2018) Cammarota, Wierzynski (2019)
fully homomorphic complex packing L RNS .
1 I complex packing
RLWE version I RLWE version |
Lee, Lee, Kim, No (2020) Bossuat, Troncoso-Pastoriza
— - t — Hubaux (2022)
HDproye 000N STappIng ~_improve bootstrapping
IRLWE version| | RLWE version RL version I
. Bossuat, Mouchet, Troncoso- Kim, Papadimitriou, Polyakov
Han, Ki (202 5
an, Ki (2020) Pastoriza Hubaux (2021) ‘ (2022)
improve bootstrapping ~_improve bootstrapping = reduce error o
RLWE version | RLWE version | - — RLWE version RLWE version
Chen, Chillotti, Song (2019) ‘ Jutla, Manohar (2021) Jutla, Manohar (2022) Lee, Lee, Lee, Kim, No (2022)
improve bootstrapping improve bootstrapping improve bootstrapping improve bootstrapping
[l 8: FTHF LWE il RLWE 550/t FHE
34.1 CKKS16

Homomorphic Encryption for Arithmetic of Approximate Numbers
4 R = Zlz]/(z* + 1) H d = 2™, WFHE p. B g MARE L GEBENIZR) . 2 a0 = p' - q XF
C=1,...,L. {ER, BRCOETR Ry, T AT, BN IS X T98 0, DG(0?) &—4
1E 2% “R BRI T AG , ARSL I B RGR T A A R, BRI 22 o2 XTI 0 < p < 1 ISEHL,
G ZO(p) —ATE {—1,0,13 st Joh, O Mty 1 —p, T —1 80 1 iR 5. B, x2—
A~ B-F 5o

JEUH CKKS16 J5 F Al i -

o HYVEIR: MAZESHN, M. BRI, ARSI o, MR R RLWE SE061, et
MR 20 B sk = (1,5). Hilr, s € xo EM—MITHNN 0 € Ry, , I D= —as+e
mod qr.. H, ey DG(0?). &G, RFEd € Ry, M€ € DG(0?), HITE Y = —as + ¢ + ts'
mod t - q. AN pk = (b, a) FITFHEEEH evk = (b, d').

< g HEA me R, AYIHhpk = (ba) € R, FbLES: v € ZO(1/2) FIMER eg, e € DG(0?), I
FH B

c=(8,a) =v(b,a)+ (m+eg,e1) mod g, = (vb+m + eg,va+e;) mod gp.
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o fid: WARLY sk = (1,5) FI% L e € Ry, , WA
(¢, sk) mod g
=B+as mod g
=vb+m+eg+ (va+er)s mod g
=v(—as+e)+m+ey+ (va+er)s mod g
=m-+ve+ey+e18
o bRl GESCRTE: HAARE BRI S e, HER

ke = (kB,ka) = kv(b,a) + k(m + eg,e1) mod g = (kvb + km + keg, kva + ke;) mod gy.

o fpas:
(ke,sk) mod g
= kB + kas mod g
= kvb+ km + keg + k(va + e1)s mod g,
= kv(—as +e) + km + keg + k(va + e1)s mod g,
= km + kve + keg + keys
fREEARAS e QISR & = 10000, WY A Qs k = 1/10000 W2/, HEE: HEG/ T iES S

BHE, sl BEHELR, BH/D, ANSEREES.
Bimid: e+ =((v+v)b+(m+m')+ (eg +ep), (a+a’)a+ (ex +€})) mod ¢
fiew: WARE sk = (1,s) ML e+ ¢ € Ry, WIFIHE:

HE

L?_LI

((e+¢'),sk) mod g
B+B)+(a+a)s modq
=+ +(m+m')+ (eo +ey) + (a+a)as+ (e1 +€})s mod g
v+ ") (—as+e)+ (m+m')+ (eg + €p) + (a+a')as + (e1 + €})s mod ¢
m+m') + (v+v")e+ (eo + €y) + (e1 +€})s
c-¢' = (8,)(f,a") = (B8, 8d,ap’,aa’) = (do, d1) + ™ 'daevk  mod gy,
T @ PISERBAMAIFY R ¢ - ¢ = (do, du, d2) ZLHUEH TS (B, ).
. i
— WREYREL ¢ ¢ = (do,dv,d2), WHHTIRFLY (1,5, 5%)
— WRE MR SC (B, ), WERTIERRST (1,s) MR8 (AR R%NOL, M4 i % 30
SR TN E LR TR S).
TR MIATEAE S e, o T RFERIGH 0 < €0, 20 V8B 5 5 9 5 2% S 9ok
DEFCHN S, B¢ = 0o ST DU B A G ARSI, SRR £ S ¢ € Ry, 4l

¢ = |qu/q] mod qp.
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CKKS16 ¥ 1l E a3 0] DAFR Y B, C e, FEIERHM, WE m wRARA S = Rlz]/(z? + 1)
o BT 2f + 1 IR BOANIAR, B m e S HEon R R R, TR A B B Hat TR
SV BRI AR, KBESIUZEMLESE, SE TR hsy, HiTEs e B,

34.2 CKKS16 Wi

CKKS16 SZHF 5314 1.234 x 0.689 x 2.194 x 0.971 x 3.323 x 4.154 x 0.489 x 3.772 =?

* ChatGPT 4o: 46.03
* Gork 2.0: 45.8
* deepseek: 46.12

BHATE AR 2 /NG 1.23 x 0.68 x 2.19 x 0.91 x 3.32 x 4.15 x 0.48 x 3.77 = 41.62

BHATE ARG/ 1.23-0.68-2.19-0.91 - 3.32 - 4.15 - 0.48 - 3.77 = 41.5594574077313280 ~ 41.56
Seick, TSR/ 123406890 - 21940 - 9170 - 33230 - 41540 - 4890 - 37720/100008 = 4.361 - 1033/10000° = 43.61
Jiths ok, PSR, B NRAER, MRS HERR{E

THE 1.234 7K 12340, KI5, RIHSTRE, RIEME, RIG400 10000, A 1.234. % RIS
T TR R R R TR BT 2 52 M2 /N o

AR BIA s CKKS16 1% SCREBSIR AT & 1/p, SEBUX R ISR/, T4/ Mg S

B | m1234). | m(0689). | m(2194). | m(0917). | m(3323). | m(4.154). | m(0.489). | m(3772). |
£ EUBAEF 10000, TS - :

was o | M(12340). | M(6890). | M(21940). | M(9170). | M(33230). | M(41540). | M(4890). | M(37720). |-
CKKS16 BRZE, SINEEFS . ‘

WX | 0(12340-3) | C(6890+3). C(21940+1) ] C(9170-3)- | C(33230-2) | C(41540+3) | C(4890+2).| C(37720-2) |-
EASFE, SINEE.

mX- | C(8503,8941+3). | C(201132147-2). |  C(138039,0804-2). | C(18451,3256+3) -
WSOk U GE/VEF 1/10000, JHIKRES -
mx. | C(8503) - | C(20133) - | C(138039) - | C(18451).
E&FEE, SINEE.
X | C(17119,0899-3)- C(254695,7589+4) .
2GR/ NEF 1710000, SHIRBRES -
Lo \ C(17119) . C(254695) -
E&FEE, SINEE.
=X | C(436012,3705) -
TR MG/ VA F 1/10000, EREERS -
3 \ C(436012) -
B, BINRE.
womn o | M(436012-4) -
&E: FTGE/NET 10000, SHRBRE -
P | 1B —MEEER m(43.6008)49% T 4361 -

B 9: RIS
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4 XZhE

FAIH) Gentry09 FHE J5 S WA SCHH B2 2 1426, PIUBEA I AR BRI SERr v et . Zidad 2+
ZHEMFENAL, FHE JF RIS A KIBIRT. W AEERE , FHE SBEEAER BT N A AL,
TG HE—AEET FHE (8 R 7 A4 T R BAER, H Befmsb i 24w 7 i ey iy
MR, SR, FIIX LY APT FR2EXT FHE FRARAN 7. 4Rk, BHERRm TRIFE AR, K5
Er A B AL CRAP B AR 7 1 AR 5 3G $R FHE FEZ [R5 . g X, — 28 FHE 4Riai oz
A, BTERF R A AT FHE BYSE8L. X Se4itat 2 6 FHE Be08 R 3R % ZARMEIR 55 1 X AP IR, X
ST T BRALGR N AR e ) A P i e 2 e, IMARSE T FHE ()32 R A . A5 BhgRIRss, AR
AR Python, C++. Rust ££% DSL 5m ik L 8l. MEECHAEERE, PR ERE 38 (0, &1
FPGA. GPU. CPU. TPU HI ASIC %4244)), A TR &% ). XEKEITHFRA FHE sy, BRASAEER{:
¥4 FHE Jr & TERE.

P
FHERIF GC++/MRustPython/DSL ... ]

A

e H

ALCHEMY Cingulata E3  SHEEP EVA Marble Transpiler Concrete ,

FHERZEE [
Lz

nGraph-HE HEIR ANT-ACE Oragle HECO T2 Sunscreen
A

s |

HElib SEAL  PALISADE Lattigo FHEW TFHE :

FHER %
s

TFHE-rs HEAAN RANS-HEAAN  FV-NFLik  OpenFHE

AN

HFHAHERERE

"
ABC FLINT GMP MPFR NFLIb OpenMP }

HEXL Boost  FFTW Ach MPIR NTL
A

[% 10: FHE ecosystem architecture

1 B EITFEAE SRR AT, 24 1] FHE S QBT A EE G ER,  MUr4F R Ll B0A e b i Be S )
B EA R

4.1 FHE JFJR%8:%

FHE 3R Ry -2 H pp i i APT 424t FHE J5 =i #4. B 7l KeyGen. Enc. Dec #ll Eval $2flLi#%
OYIEESr, REBUZ MM AU EEIMYTIEE, FVEXTE SCE T4 (BIFETH R R v A B e 4 )
AR, PARRIZAIEFTE I k. R, IESA TSRO T IF % TR RN T i1 APLH
MAES € B FA PRI DR T S I 75 5L

R R T IA W IHE FHE PR, BN S . SR FHE J7 28 DA S m ST H -

o H— kA FHE ByEFERZHELD, | Halevi fil Shoup 21, RA C++ EFNTL FESLEL. HELib 2

IBM % 1#) BGV Hl CKKS 5Z8 . 1345 Il 2014 4F8 3¢ €Algorithms in helib).,

* SEALZ T 4, R C++ Al C# SEBL (PASCRRNET) . B A S RAPHEXL— A5 1 AVX-512

AL BR S HR I R R A R R SE LAY 12 . Microsoft () SEAL, 7 BGV/BFV #I# 4 CKKS, HEA
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# 1: FHE J5 &M RBR %

Library Language | BGV | B/FV | FHEW | TFHE | CKKS | Date of last commit
HElib C++ . o o o . 18/7/2023
SEAL CH++/C# . . o o . 11/7/2024
PALISADE C++ . . . ° . 19/4/2024
Lattigo Go ° o o o ° 18/12/2024
FHEW C++ o o . o o 30/5/2017
TFHE C++/C o o o . o 26/3/2023
TFHE-rs Rust o ) o ° ) 1/3/2025
HEAAN C++ o o o o . 14/8/2023
RNS-HEAAN | C++ o o o o . 26/10/2018
FV-NFLIib C++ o ° o o o 26/7/2016
OpenFHE C++ . . . ° . 30/10/2024

HRMEVAGRFSS (%I H A HERI &) .

» PALISADE & HDARPA BXUIH &1 . B M C++ SEPlfd, wIHCEf# i) NTL/GMP & tcmalloc .

* Lattigo /&1 2020 4Ei& 3¢ (Lattigo: A multiparty homomorphic encryption library in go) $2 /Y, 25—
Go I FE . Lattigo 524 Go 5= 52 CKKS, [AR 4135 BGV/BEV (5 E, 54 HJean-Philippe
BossuatJf %, H HiHi Tune Insight4$,

« FHEWH Ducas F Micciancio $#2 1, H C++ 23, {HE 2017 4EPAE AR FEH .

» TFHE [y 2019 4Ei 3¢ (TFHE: fast fully homomorphic encryption over the torus) {EZ#efk, A C++ il
C S, BATHRER DA i R84 (FFT) AbPEES . TFHE Bk /¢ FHEW FEf4k{E . TFHE
PEAE 2021 4F 9 HZ G R4 T .

* TFHE-rs/& Zama SZPUHY TFHE 484, R Rust S8 TFHE-rs Z2455GHY CGGI 5LFL, KA Rust 5231,
A 2> Fl ZamaFF RGeS . HET JRUARY) TFHE FESCE.

o HEAANFE] CH++ 323, 237 4FE NTL iz . HEAAN 2 A CKKS 23, Y4HAEE s 778 F)
PEBIFSE 5250 %8 CryptoLabis}, %I H 5 WM. fJa— D HFEBAHEAAN (C++) 15%A7E GitHub |7]
M, 2022 4 1 HZ JEHE T .

* RNS-HEAANF C++ 523, {HH 2018 EPAKR T,

« FV-NFLIibf] C++ 58, FTNFLIib C++ £, NFLIib & — A% [T TS E IS, 2 T40e
e (NTT). {EEENZ, FV-NFLIb e 5 TR A 5.

* OpenFHERZ /N (2022 45 7 H &), B PALISADE. HElib, HEAAN I FHEW FEREE %11 ©H
C++ 523, f8 Firfy A 564 FHE J7%: BGV. B/FV., FHEW. TFHE #l CKKS, iA52 8] T — 2 PALISADE
HoR A S Sl et . OpenFHE G T BT A £ 220 FHE %, 7R Yk, 322 i DualityZid.
OpenFHE H(ft 7 54111y PALISADE Jji | , PALISADE %i H H i & A F4Ef. OpenFHE ZME— 7
FUMPE, I+ HigDPRIVET H 255 A Ry 322 APL,

PA_I33 86 FHE 580 4 -
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https://github.com/homenc/HElib
https://github.com/Microsoft/SEAL
https://gitlab.com/palisade/palisade-release
https://github.com/tuneinsight/lattigo
https://github.com/lducas/FHEW
https://github.com/tfhe/tfhe
https://github.com/zama-ai/tfhe-rs
https://github.com/snucrypto/HEAAN
https://github.com/KyoohyungHan/FullRNS-HEAAN
https://github.com/CryptoExperts/FV-NFLlib
https://github.com/openfheorg/openfhe-development
https://github.com/microsoft/EVA
https://gitlab.com/palisade/palisade-release
https://www.usa.gov/agencies/defense-advanced-research-projects-agency
https://github.com/tuneinsight/lattigo
https://homomorphicencryption.org/wp-content/uploads/2020/12/wahc20_demo_christian.pdf
https://jeanphilippebossuat.ch/
https://jeanphilippebossuat.ch/
https://tuneinsight.com/
https://github.com/lducas/FHEW
https://github.com/tfhe/tfhe
https://eprint.iacr.org/2018/421.pdf
https://github.com/zama-ai/tfhe-rs
https://www.zama.ai/
https://github.com/snucrypto/HEAAN
https://www.cryptolab.co.kr/en/about-us-en/company-history/
https://github.com/snucrypto/HEAAN
https://github.com/KyoohyungHan/FullRNS-HEAAN
https://github.com/CryptoExperts/FV-NFLlib
https://github.com/quarkslab/NFLlib
https://github.com/openfheorg/openfhe-development
https://dualitytech.com/
https://www.darpa.mil/research/programs/data-protection-in-virtual-environments
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o ELUAORTR] AT R 5E R

« SEJHTHLFE CPU. 244 CPU. GPU 5 FPGA.,
 FNERAH E B FHE Jr 25280

« AERERRER) APLEE .

4.2 FHE JFRgaiEds

e R AET, AR R RIS gk de A, XSRS R AEAEA S B o PR RIS SR
W RSB , R BER SRAF T RRB O RSN R o X 2E 21545 0 T BEBEA I 18] 5 % Ml R
WP R N PR T SR S — R, RIS TS BA YRR deiskeds nl AT W) PO
WHZ B FAES .

FHE %432 B eG4k FHE FEFT RERMIER APLIRZ TH, (R IZ 0T &N 1 RES 2 s sk
BEAL PRI P FHE Sias sk 730 FHE BN IR DL TREHE A

* SRk O FHE J558& LEEMSHUIE, M= E2 e B L], FIEgs3. —L% FHE 44
A SRVFARE—LETUE YRR A 3 A RS 4L

 WISCHiih: 76 FHE B SOE R0 TE S5 AT AP T IR ST 2 BB VA ¢ . BESeRrE |7 30 FHE
Gk ] AR RS B b #iX — A (40, nGraph-HE).

o By AT BT FHE /R4 R8sy, HItE i FHE SUTEdR I o S b Bt AR
Fr, FRXATRELBIRRAL B . TEXAMELL T, W] DA PN W 43 SO TR R e R 4 R O 50k
BEAT I3 SR

o FIAUEHEARRE : SRR BT AL AL BB — A B85 SO Y FHE J5 80T PAEEEFI A SIMD 4544
—48 FHE #ii¥ds C @B T m 20454 .

o HSCHED: AE FHE B Rk, afal 0 e s 3 i A B R R B8, FHE S FFan (il 1) Sk m Sems
Kt ENX—1L5t BRI .

FOH T FHE gaidgs, JRR T EMEAMSRIHES . BEATR AN FHE 8355, DA a8 H

* ALCHEMY 211 2018 4Ei5 3¢ €Alchemy: A language and compiler for homomorphic encryption made easy)
YE# H Haskell LI Sitds. BB T BGV, I TA L (k& “LOL”) — 3§ FHE 5T
PR BRIAS 0 -

* Cingulata (PARTFRA Armadillo), My 2015 4£i83 «Armadillo: a compilation chain for privacy preserving
applications) fE#E fH C++ LRI dmiFss, B AEFLINTHISageEZ I

» E3 (Encrypt-Everything-Everywhere) J&H 2018 43¢ «E3: A Framework for Compiling C++ Programs
with Encrypted Operands) $2 19— MHESE, £ C++ LB, HCReZFh FHE JE.

» SHEEP (-} Homomorphic Encryption Evaluation Platform (139455 ) /2 Turing Institute Ff 4 FAEZE,
F C++ 23, FFBHHE 2N Jupyter notebooks, 327 & - anful {i f§ SHEEP (1751

» EVA (Vector Arithmetic Language and Compiler) & 2020 43¢ EVA: An encrypted vector arithmetic
language and compiler for efficient homomorphic computation) H £ H A, i C++ sEH, H45E T 2019 48

& CHET: an optimizing compiler for fully-homomorphic neural-network inferencing) 3¢ =745 tensor Hi,
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https://github.com/cpeikert/ALCHEMY
https://dl.acm.org/doi/10.1145/3243734.3243828
https://github.com/cpeikert/Lol
https://github.com/CEA-LIST/Cingulata
https://dl.acm.org/doi/10.1145/2732516.2732520
https://dl.acm.org/doi/10.1145/2732516.2732520
https://www.flintlib.org/index.html
https://www.sagemath.org/
https://github.com/momalab/e3
https://eprint.iacr.org/2018/1013.pdf
https://eprint.iacr.org/2018/1013.pdf
https://github.com/alan-turing-institute/SHEEP
https://github.com/microsoft/EVA
https://dl.acm.org/doi/10.1145/3385412.3386023
https://dl.acm.org/doi/10.1145/3385412.3386023
https://dl.acm.org/doi/10.1145/3314221.3314628
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2% 20 AJTF AT FHE S i3

Compiler Language HElib | SEAL | PALISADE | FHEW | TFHE/-rs | OpenFHE | Date of last commit
ALCHEMY | Haskell o o o o o o 15/3/2020
Cingulata C++ o . o o . o 15/1/2024
E3 Pascal/NASL ° . . . . o 3/3/2023
SHEEP C++ . . o o . o 7/4/2023
EVA C++ o . o o o o 1/5/2021
Marble C++ o . o o o o 23/12/2020
Transpiler C++/Starlark o . ) ) o ) 19/3/2024
Concrete C++/MLIR ) o o ° . o 19/12/2024
nGraph-HE | C++ o ° o o o ) 3/1/2023
HEIR C++/MLIR ) o o o . . 7/1/2025
ANT-ACE C++ o . o o o . 10/12/2024
Oraqle Python . o o o o ) 27/11/2024
HECO MLIR ) . o o o o 23/7/2024
T2 Java ) . . o . o 30/12/2023
Sunscreen Rust o . o o o o 6/12/2024
i

» Marble £ 2018 4EiE 3¢ (Marble:

Making fully homomorphic encryption accessible to all) E SZHLf

C++ JmiFss.

Transpiler& Google 5[] FHE C++ #1548 . iXFEFA41F Google [WXLSHiEH: 5| £/ FHE J5im (H
Bi>5 TFHE JFEF OpenFHE [ BinFHE JE) . 0% I, 2021 48 3CA General Purpose Transpiler for Fully
Homomorphic Encryption, 231 10 ™ H FLH ¥ . HEIR 5 Google i F—U 4R iFHSELE .

Concrete;& 1 Zama I FAFF &1, T LLVM [¥) TFHE 471548, 7R python F2J74% ¥k FHE S530FET
STRZ 2020 453 « CONCRETE: Concrete operates on ciphertexts rapidly by extending TfhEY.
nGraph-HEH] Intel Al 5755 F B\ 2019 4Fi8 ¢ ¢nGraph-HE: a graph compiler for deep learning on homomor-
phically encrypted data) H#&H , FEFZA A 2019 43¢ nGraphHE2: A high-throughput framework for
neural network inference on encrypted data) Hffr$ s 1) nGraph ML Z5i%8s, G2 A T XF9E2 W 80E
PREL CFF . nGraph-HE j2F52 ML W H & SR & FHE 4iideds .

HEIRHjGoogle FIFAT 2022 4E4 Y, RET L2 ERR (MLIR) (43 T A, HAgidas T LA
HTMY E . HEIR BT CHRFITE 140 FHE J5 BFIRET G . BEEH, B3R CGGI T 5
TFHE-rs (JI7° CPU) 1 FPT (1T FPGA), I HIEFEHER SCHEKF BGV i3] OpenFHE ([R]E
DPRIVE JIEAHEES ) o

ANT-ACE 1 WS BERFFFERE T 2024 4F 11 IR, 2% HASMEMZME (NN) HEWm ity FHE
HiEaEG . ANT-ACE #5252 285 il e 5511 ONNX BERUVE Mk A, 3 AR L C/CH+ R AR %
HARIAT NN 2. ANT-ACE % AL GRiLasaE~] (PPML) HEMS IS, FEMBE H ML #fE
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https://github.com/cpeikert/ALCHEMY
https://github.com/CEA-LIST/Cingulata
https://github.com/momalab/e3
https://github.com/alan-turing-institute/SHEEP
https://github.com/microsoft/EVA
https://github.com/MarbleHE/Marble
https://github.com/google/fully-homomorphic-encryption/tree/main/transpiler
https://github.com/zama-ai/concrete
https://github.com/intel/he-transformer
https://github.com/google/heir
https://github.com/ant-research/ace-compiler/
https://github.com/jellevos/oraqle
https://github.com/MarbleHE/HECO
https://github.com/TrustworthyComputing/T2-FHE-Compiler-and-Benchmarks
https://github.com/Sunscreen-tech/Sunscreen/tree/main/sunscreen_compiler_common
https://github.com/MarbleHE/Marble
https://dl.acm.org/doi/10.1145/3267973.3267978
https://github.com/google/fully-homomorphic-encryption/tree/main/transpiler
https://google.github.io/xls/
https://storage.googleapis.com/gweb-research2023-media/pubtools/6206.pdf
https://storage.googleapis.com/gweb-research2023-media/pubtools/6206.pdf
https://github.com/zama-ai/concrete
https://homomorphicencryption.org/wp-content/uploads/2020/12/wahc20_demo_damien.pdf
https://github.com/intel/he-transformer
https://arxiv.org/pdf/1810.10121
https://arxiv.org/pdf/1810.10121
https://arxiv.org/pdf/1908.04172
https://arxiv.org/pdf/1908.04172
https://github.com/google/heir
https://www.youtube.com/watch?v=kqDFdKUTNA4
https://github.com/ant-research/ace-compiler/

EFEMEIRS . ARG AR RE

lynndell2010@gmail.com, mutourend2010@gmail.com

PAE = HIB AT, % i i) DA B A% HEOR T Bl PR 2R
Oraglef] 2024 4£1£ 3¢ (Oraqle: A Depth-Aware Secure Computation Compiler) #H, 3 3 SEH IR B A
HYRARTIE, R T R B R AR AL R BB 8. Oragle FiiEas I AL 3T HUl
D TE D RETETR L, M R EX W . X, EAMT 2, X8 h B
ZIREATRUT . SCRR A TRAE0EIR (CSE), (f1) HELb PRAT BRI #AF, EAT Sy =N A
H(qn, ATRESTEGS/ MBS ERTICREE) . A A DSL, T2 fuvE P 4L Python kL,
il AT SR Python BB — 4> T4k
HECOH 2023 43 (HECO: Fully Homomorphic Encryption Compiler) #2, 2501 T HEIR #ii%as, 1K
fi MLIR T HA%. ‘B 524 Python Hisinfl SEAL Jit. BRI SRR EARN, HENXERMES H
M 5t al. HECO ST BRI S0 sE, TR A LM AL B, hiT5T MLIR, EREW
AT CSE, I 35D vk R B i o AL AL 3
T2 2022 418 SoK: New Insights into Fully Homomorphic Encryption Libraries via Standardized Bench-
marksFE o T2 G de it 7 — PR B i B ) SRR 15 (DSL), LR 2N A ARG .
Rp RFH, G ILIL TR AR R AR, (ER G TEIR B -BAAUAT . 2% i A il
E XN ERPEBESEL, AN E R SIMERAE. SR =R R TR B oA A
* SunscreenZfi 4% i1 Suncreen PR ] Rust 155 T &, HIEBMIT 4% SEAL JFEH 1) BFVE %,
NBFV J5 5845 32 A1 64 (7T ST TR AL T —Se i R T4 R EAZ B RE RN LT H 3 b 240
FIEGIERE, I SR IR WASM, T % A 5L 1B AR o

Bt5h, HELayers/g IBM Jy5A FHE Bt iiEdy, L1UHT I REEFNITET R, BORIBARITIR.

HAlE T IBM (%) FHE Z R4, (HEERFLA AT &N 51T DAERE BRFATE 2= AR B A L2 > SR Bl i
BPfiR%5 (SaaS) W HALT
HEaaN.mlir /& CryptoLab >4 HEaaN #1111 4mi545, H AR . FEIE WL 2023 4718 3¢ (HEaaN.MLIR: An

Optimizing Compiler for Fast Ring-Based Homomorphic Encryption).

4.3 FHE JFJRhngE sy

7 3: AJF Al FHE Jintas

S Ta EE BFV | CKKS | TFHE/-rs | W4 | W H%¢ | HRfiiesc H Y
cuHE GPU Cuda/C++ o o . o . 8/6/2017
CuFHE GPU Cuda/C++ o o . o . 9/2/2019
NuFHE GPU Python/Mako o o . o . 18/3/2020
HEAT FPGA C ° o o o o 25/8/2020
HEXL CPU C++ . . o ° o 19/7/2024
HEXL-FPGA | FPGA C++ ° . o ° o 28/10/2022
HERACLES | CPU Python o . o . o 14/11/2024
FPT CPU Rust o o . ° . 21/8/2024
Jaxite TPU/GPU Python o o . ° . 20/12/2024
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https://github.com/jellevos/oraqle
https://eprint.iacr.org/2024/1409.pdf
https://github.com/MarbleHE/HECO
https://www.usenix.org/system/files/usenixsecurity23-viand.pdf
https://github.com/TrustworthyComputing/T2-FHE-Compiler-and-Benchmarks
https://eprint.iacr.org/2022/425.pdf
https://eprint.iacr.org/2022/425.pdf
https://github.com/Sunscreen-tech/Sunscreen/tree/main/sunscreen_compiler_common
https://blog.sunscreen.tech/from-toy-programs-to-real-life-building-an-fhe-compiler/
https://ibm.github.io/helayers/
https://dl.acm.org/doi/10.1145/3591228
https://dl.acm.org/doi/10.1145/3591228
https://github.com/vernamlab/cuHE
https://github.com/vernamlab/cuFHE
https://github.com/nucypher/nufhe
https://github.com/KULeuven-COSIC/HEAT
https://github.com/intel/hexl
https://github.com/intel/hexl-fpga
https://github.com/IntelLabs/hec-p-isa-tools
https://github.com/KULeuven-COSIC/fpt-demo
https://github.com/google/jaxite
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FOMREATFIE FHE fskas el paEff. HFAES . SRy FHE Bk R R Hd <l gife”
T2 IR RES SR 2 MO S8k, MRS EATECE A . SR B2 R W ABT B 2 A
M SZE N 2SRk i FHE #:4E. "BFV” {3 BFV/BGV, "TFHE” {t % TFHE/GSW. %}¥Jii45 FHE i
g, FFTNTT BiHUg HALFE Mz 0alir, B2 20 AR, H Egue TR HEmhn
&, REFARMER (B THT GPU WNuFHE ) FK [ HSE80 FET F1 NTT 1538, PF2h FFT 450 5
B, M NTT S REGE R . ENFREE AR B T . Bk, AR E 22w
WECFGEUEI A, IR Ol RN FFT 2 NTT Hiy—fuz i, R BESCRH BLE 551 FHE 55
W, 1B BRI ER FET/NTT e 5 H A5 ST A AL I B Bk A 1 2, sl T ASE i H
¥r FHE TAE. A TAEFE FET/NTT BEAEHR AR T FAATEZES, PASSIUE I H bR, S0 TAE
T FAA R, W8 NTT/FFT P55 et 1 e R R AT SiAs , PARRAR I S 28 . B
IS R, I AR ) TR ] g AR NTT/FFT BT, AR R SE0E
MR A, EIRIRFE R, 5IAE 2 A E RIS bAEME s 2 2, RO R (
GPU 1 FPGA) WNAFC WL H 252 240 FHE B Ird& K EH . Bk, X1 Reig funasEn it
TRUL, TR (ASIC) HCH T Hik.

» cuHEH 2015 53¢ €cuHE: A Homomorphic Encryption Accelerator Library) $2 1, i ] GPU 347,
FHHEHET NTT A1 CRT (Chinese Remainder Theorem) [ CUDA 5£#i. CuFHET 2018 454, cuFHE
H I cuHERY SZEL 342 7 TFHE f1EfE . cuHE 1 cuFHE 52 R i 2 <7 sk R A2 4L 55 FHE A E 7
B BN NTT 2 00a R, mET FFT psEBin] fE7E TFHE W3S s & i P ae .
BEAh, BT IIREA RSN, cuFHE SR EE RIS 24, Tovkme B LA B s i I 1

« NuFHEH NuCypher 7£ 2018 4E#E i, AT GPU FRF SN LB . nuFHE #24 FFT s NTT PA$E =
PERE, IFHR{L Python APL, i FFT, nuFHE #1% T cuFHE L8 T ¥ S HMERE . HE 7S cuFHE
AL P A IR o ) A

« HEATH 2019 4Fi& L FPGA-Based High-Performance Parallel Architecture for Homomorphic Computing on
Encrypted Data$z i}, 5 cuHE. cuFHE #l nuFHE A[f], HEAT 41X} word-wise FHE J5% BFV i, 7
B2 FI ] FPGA SCHE RIS RIRE(FT . Ik, HEAT {11 574491 ARM-FPGA Hh[R Bt 444y, e
Xilinx ZCU102 JI & EA4-F1 Amazon AWS [ f1 526 i 795 P. HEAT )£ TiCECh 4096, TG
A R BT R, AR BR T G

* HEXL Intel 2021 418 3 (Intel HEXL: Accelerating Homomorphic Encryption with Intel AVX512-IFMA52)
R, S ZHTHOBET GPU FI FPGA S84 € 3 # 1Y TAEAA, A T Intel CPU 4245 SIMD 54,
) FHE $24E 7 RIS R AN gE /). HEXL Sl B iR B ARSI, SnF] PALISADE. Microsoft
SEAL il HElib . 177 HEXL jg &8 2e4xn), M/ nl DA IS 2 AR HAT A [ 484 DASRAT B 4 i
AE. ZRTM, MTAMIAR, BABREUZ NRBIAERES B TR, Ah, SHAMGUEET CPU Rym
HEESRAL, HEXL iR HillhE WA GG A AR, X ib— P iR T R R TR RE

* HEXL-FPGA] Intel F 2021 £E32H, N T 95%b HEXL AUSRE, #2447 T HLS /9 NTT/NTT, ksl
WIS I . TP AT AR T RE A 13 LR ) FURRAL K FC N 20 %) FPGA ¢4 1. HEXL-FPGA
A HEXLAR R, DAY ) FHE FE. KT, BT HLS My AR A 78, HLS Bt &
PO F I, FUE AR AR AR 5T TR R A AR B 22 5, it B P RE 3
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https://github.com/nucypher/nufhe
https://github.com/vernamlab/cuHE
https://link.springer.com/chapter/10.1007/978-3-319-29172-7_11
https://github.com/vernamlab/cuFHE
https://github.com/vernamlab/cuHE
https://github.com/nucypher/nufhe
https://github.com/KULeuven-COSIC/HEAT
https://ieeexplore.ieee.org/document/8675244
https://ieeexplore.ieee.org/document/8675244
https://github.com/intel/hexl
https://dl.acm.org/doi/10.1145/3474366.3486926
https://github.com/intel/hexl-fpga
https://github.com/intel/hexl
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PRIRTHAETUAR IS ) TARR A 2, ARG A, HEXL-FPGA R E 5870 #) ] FPGA )
L. Mehh, HEXL-FPGA (X SCHEA BREFEI % S48

+ Jaxite/& Google [\ 2023 4E#f: %) 14 TPU (Tensor Processing Unit) Jii# CGGI pfd {4 k. R4
H AR T A AN B3, (HE A2 10x & 100x () CPU HEAEHZTT, FIJH Google T K IR ERE 1)
TPU, 2Ryt FHE 0, 76RO AR s g i w1556,

1E4 A 75 % (Fully Homomorphic Encryption, FHE) #F7H, —NELEy 1)) BT 7E HIAE LA B FHE
. R RIH R T DARPA f—~i14), #KNDPRIVE. fiifiH 2, DARPA i FHE fE{fi it
POt ), PREMAI7E FHE SR F S AT RERE o2 a2 AR I . BRI 4 (CNN) HEREFT CNN Il Z:4E
% . M4HiZ5 DPRIVE K BAAT YA :

o Intel, HNM#E#¥4 ~ HERACLES, H/& L 2022 4Fi8 ¢ (Intel HERACLES: Homomorphic Encryption
Revolutionary Accelerator with Correctness for Learning-oriented End-to-End Solutions) .

* Duality, HM#E #5445 TREBUCHET , EL{A& Iil, 2023 418 S ¢ TREBUCHET: Fully Homomorphic Encryption
Accelerator for Deep Computation). %% H H 5 A&

» SRI International, E #5424 4 CraterLake., H.{& Il 2022 48 3C (CraterLake: a hardware accelerator for
efficient unbounded computation on encrypted data). %X H H i A<V

* Niobium Microsystems, F N #$445 5~ BASALISC. E{& Il 2022 4£i5 3L (BASALISC: Programmable
Hardware Accelerator for BGV Fully Homomorphic Encryption), %3 H H 85l A I .

Jiifi DPRIVE (2 5 F#AEFF & M#E AR FHE J5 % (1 BFV/BGV 1 CKKS) 1% AL HLE% (ASIC).
XL H IEAE TR FE R BT B, WA AR R B T i E AR . W, Niobium WRIARIE SCAEFR, HAMHEASE
SEFR—NELE 1,024 DMFREAFT 10 ANMFHER AR F 28 55, RBIAFIZY 5,000 PERESE T i
{FFERTZY 40 #2, T CPU FFEE 60 /e T ik HOUZBECEIEE S TR, AR PERERF S

XS AZ D2 X8 ie 284 (Number-Theoretic Transform, NTT) KA kLW sF R mmE. H
FEOfE ST VR IEH RAM SRAEGH T 2% SCI BN B SR RL: DAL N AE R R AR S R RE

FPCRF COSIC ffF5E L6 B R I ET FPGA )5, 440 FPT (4% WL 2022 4Ei 3¢ (FPT: a Fixed-
Point Accelerator for Torus Fully Homomorphic Encryption) . %3 H {#i J§ Alveo U280 FPGA, PAj/KZ =ik
PE16 MRt EL, BASRE A A B 1 R E 2435 . S EA R, 78 CGGI RizfT Conway’s
Game of Life, i JLT- 1252

5 DPRIVE H1PA NTT (A F AR, FPT j&—Fp &y T Pud i B 284 (FFT) AyRE(F el %
i H PA TFHE-rs ¥) API R 5Ail, % 1141%F CGGI iit. thAhOptalysys A FIIELES K —Fiota#itiaud v, FIA
FilitES (ARG ERW) W, SCl Ot THREEE AR, AN H 25 .

2024 4F 10 A, 2[RI 4H ARBEY (FHE Technical Consortium for Hardware, FHETCH) ., &
TP A FEN % (FHE) BECFFIEREZ TR0 B EPE, PASEIRSERR Y . %K i Optalysys. Chain Reac-
tionFlINiobium @57, KHIE FHE SR AR BEOFHIGE R M =8485, DAIE % BA T AT 471 FHE
fifk )y %€ . FHETCH 205146/ 1 FHE ok )y 585 SEBr i I AR B ok Z [ MERE2E0E . KRR 2 E T
JF% FHE WA, QUEFFBORYME, Bk FHE R4 G 4 ak B HE 2T 5 A Bl b o =0
FHE 8 {FPETCEE 4R . X 2055 JRifish FHE MR AT AT, BRI AR, 9 REAES ML R
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https://github.com/google/jaxite
https://en.wikipedia.org/wiki/Tensor_Processing_Unit
https://www.darpa.mil/research/programs/data-protection-in-virtual-environments
https://dl.acm.org/doi/abs/10.1145/3560810.3565290
https://dl.acm.org/doi/abs/10.1145/3560810.3565290
https://dualitytech.com/
https://eprint.iacr.org/2023/521.pdf
https://eprint.iacr.org/2023/521.pdf
https://www.sri.com/press/story/sri-dprive-teams-fhe-accelerator-design-strengthens-security-of-outsourced-data-processing/
https://dl.acm.org/doi/10.1145/3470496.3527393
https://dl.acm.org/doi/10.1145/3470496.3527393
https://niobiummicrosystems.com/
https://eprint.iacr.org/2022/657.pdf
https://eprint.iacr.org/2022/657.pdf
https://www.esat.kuleuven.be/cosic/
https://eprint.iacr.org/2022/1635.pdf
https://eprint.iacr.org/2022/1635.pdf
https://www.xilinx.com/products/boards-and-kits/alveo/u280.html
https://optalysys.com/
https://optalysys.com/
https://chain-reaction.io/
https://chain-reaction.io/
https://niobiummicrosystems.com/
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5 FHE+ XHaEmins

DB ) — A~ 32 B W) U T 22 5 FEHIE S 2 A AT LAY, 30 s BB . (s A s 454
) R AR IE AN Bk SR — P

FHE "R KRR THEDLE . Bl 4. P Ras AP DA SR BE S 2 IR FA IR, 1T 2
BE FALE AT, PSS R, DU EEEY . Hi. trustless JiEXk . trustless #fr. HLEHLAET . &
S RIN = V]I a

H 1l AR Y741 IXPSE Acceleration Program, #(Jj T-KGE ZKP, FHE. MPC JAH K EARGUH A, H
B £ FHE M 3%

IR TR Z A EMEA, BT KSR FHE ik )75, 1 Zama F1 Sunscreen 553 1]
BT HEBEH T AL R R G A LRSS OpenFHE X HEY FE A AL T ) KBB4 S R G D BE
(41 OpenFHE f## Rust wrapper) ; PAK K 5T FHE JF A& 0 5 AT I H .

HEIRA, B Octra {fiJf] T HFHE 5835, HEWHZMNMA R FHE Hk, HRZHIIH T Zama
PO THAPE R AN . (B2, IBM, i3k, Google %#E. 31/ FHE 4382 4F, 3 HUIAH]
XGRS IIAZS /N

5.1 Zama: FHE fRu J7 RELE R

Zamajg—FZIFEINE AT, EOT R XHEER AL M g o) FHE fi#ge )y %€, th Rand Hindi #1354
R4 5 Pascal Paillier F 2020 4E#7 3L [F A1 57, Zama 324 T Web2 1 Web3 37 H iy FHE f# )52,
TFHE-rs J£. TFHE %i%#% Concrete. FafALRIFHL#R~>] Concrete ML FIHL% & g &2 fhEVM., HE AT
FEAEEIER. TRV Zama AR TR B, FIRME Zama L FIBBUS A REEEH .

2024 43 J 7 H, Zama 34577300 J7 FET0M) A FERRTT.

Zama B HTMEVM, 2—FWL% MR e G LM %, TR A GRS Solidity B ML 1HE I
I AP . ThEVM W] ASE BLEEAT 55 EVM SR HE, BRI 22 5 B R & L b BE A 5 O — %, IR
N GELZES SR E I

2024 45 12 H 6 H, Zama HIA% A7 ThEVM Pp4bBRAR, (13 FT7EPAKY). Base FidLAh EVM 4 FizfT
FHE FHe &2, AV RN RTEAT EVM 55 EA NS R Re A2y, ARS8 )5 AR SRy FHE /5%, TGTR
XHRZ G AT 0. 3 tps Al — AR R AR 2 28, $RE 3] TR 20 2, #ERTI T 1065, A
A FAM B Ry R, HRIRINE 2, w7 e S RO L 2 40T % FHE %25) .

5.2 Sunscreen: FHE [afL il |8

Sunscreen® {1 T Web3 [afLfif# 7%, X§ ZKP 5 FHE 454, Fril @iy FHE iy, SCRPRFTIE Rust
BB A R FAVER) FHE 283K %, 4 Fi S iF BFV PAK TFHE 2[RI E ) %€, &t TFHE g5
g playground. FTHERYZKP Fiifedy, BOU T WA LR N FHE F1 ZKP W FF A NG, 210 S0 H0R
Bulletproofs 1>k ZKP J5ii. FFEACHE I B 15 ik .

2022.7, Sunscreen 345 M Polychain Capital 40#% ) 465 J7EI0R TRI% . 2023.9 &4 T R A MM o
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https://www.helpnetsecurity.com/2023/09/04/fully-homomorphic-encryption-fhe/
https://github.com/privacy-scaling-explorations/acceleration-program
https://github.com/privacy-scaling-explorations/acceleration-program/issues?q=FHE
https://www.zama.ai/
https://github.com/zama-ai
https://github.com/zama-ai/tfhe-rs
https://x.com/zama_fhe/status/1765727386480320771
https://github.com/zama-ai/fhevm
https://www.zama.ai/post/fhevm-coprocessor
https://blog.sunscreen.tech/roadmap/
https://playground.sunscreen.tech/
https://playground.sunscreen.tech/
https://blog.sunscreen.tech/introducing-sunscreens-zkp-compiler/
https://github.com/Sunscreen-tech/
https://x.com/SunscreenTech/status/1549020064929566721
https://x.com/SunscreenTech/status/1699088284025299176
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5.3 Fhenix: UJJ¥j L2 FHE + Optimistic Rollup

Fhenix 5 v PAKB514 FHE + Optimistc Rollup, H524:3%75 EVM FI Solidity, f#i /] FHE s:3¥i4% FHLS
HEE 47, Fhenix Ji£Z % A Arbitrum Nitro 1 Zama [ FHE 5%, 2024 4F 6 A, k% Hack VC 72311 1500
TISETTH) A Rl JEEEART 2200 7354 . FREARL AL https://github.com/fhenixprotocol , AL S ER .

2024 4F 11 A 20 H F}2% £ Fhenix Nitrogen JliF , A4S 25| AT Threshold Network 3 S 25 /0
b AG A S/ MU A 5 [T R ok IR FHE %5 SCROR S EARY 88 EAFAE A S I, 5IAT Celestia
VEREAE AT Z SRS 5 A .

H fiiFhenix XM -5 7= R [\ [ h 2 4 350, A5 29 1 TEA .

5.4 1Inco: BEibufbBafl L1 3%

Inco 7 (M BHALHLER HHEE L1 [XBelt, FIMEBLA EVM Al Cosmos L1 BERIIE AL . G224 Cosmos
Al Zama By EVM. IR ATLAEI RS BB R AT BR.

2024 4.2 H_F-2& Inco Gentry WIkF, SEMIANAIIE A 35 . 2024 FERIFEA T Il Thox ERLY 450 J %
TERT Y

5.5 SherLOCKED: ZK+FHE+MPC E&R.IEmisi

SherLOCKEDE i EVM #£1)5: T FHE (¥ AL B A5t , 2 EthOnline’23 FRE TLRIAN PR FEA I o L
A A RS TE TR

TFR NG R SherLOCKED 5B i LB EA 24, i sherLOCKED SDK F# il % 52 5 LA K St
ARG, TR IET MPC AR AAG], FI] RISCO zkVM SRAIEH] token A ANAFIBGE R EE 5.

5.6 FRAMED!: %k |- [k

FRAMED!}{fi fij thEVM #4781 56 24 BT R o (5 Sk (BAF4) , >4 ETHGlobal NYC
2023 YeFE A\H# . FRAMED! Relf BLAEsE L AAREINBRIRAS . SR FHE (8 BE & 29 Auvrxd s Sudie A 1t
B, MR, HBOHRZ A Inco M _FAEAE RSG5 . HFER (TypeScript), 2024
4 H 4 HZ G TEHE .

5.7 Privasea: FHEML P 2%

Privaseasg{i >y FHEML #{E¥E M 2%, E-F Zama concrete i K,

202541 H 10 H, Privasea BEiPA 1.8 ALAHERAT T 1500 J7 FE4:11) A fEfhws.

JUEH AR H 2023 48 7 A2 G ICHRT, HH KA T 25306 FHE B9, 4l Privasea DeepSea
AT MEEE T HESE AN ER R BE ARG, MR Beta HURFT 2025 48 1 H 27 H B&, Ft4T
2025 4E—Z=F |2 1/ ; ImHuman A4 F FHEML f Dapp, £\ _F£k Google Play #i1 App Store; BotOr_NotABot
telegram {7, ifit OTP I iEXF Telegram ik | 4542 3 ImHuman AR, $RALTCAEM AN TI0E, [RIHHfH LR
P A U AR W R B 22 4
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https://cryptorank.io/ico/fhenix
https://cryptorank.io/ico/fhenix
https://github.com/fhenixprotocol
https://www.fhenix.io/fhenix-nitrogen-testnet-upgrade/
https://explorer.nitrogen.fhenix.zone/
https://github.com/Inco-fhevm
https://www.inco.org/blog/introducing-the-inco-gentry-testnet
https://explorer.testnet.inco.org/
https://cryptorank.io/drophunting/inco-network-activity142
https://cryptorank.io/drophunting/inco-network-activity142
https://ethglobal.com/showcase/sherlocked-0ux91
https://github.com/nlok5923/SherLOCKED
https://github.com/nlok5923/SherLOCKED
https://ethglobal.com/showcase/framed-5vv6q
https://github.com/joeyiny/FRAMED
https://www.privasea.ai/
https://x.com/Privasea_ai/status/1877686887860805890
https://github.com/Privasea
https://www.privasea.ai/blog-posts/privasea-secures-15m-to-accelerate-deepsea-ai-network-launch
https://www.privasea.ai/download-app
https://www.privasea.ai/botor-not-abot
https://www.privasea.ai/botor-not-abot
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5.8 Octra: JTHEN FHE L1

Octrajg— N SCHRERR B TERR ) FHE IXHEEM 2%, $ 4 T—FFrk HFHE (FHE on Hypergraphs) 7
B FHE, Hf75%K HFHE A] DA SATA 500 H 45 M 517 . 2024 4F 9 J3R15400 J7 5 ICH pree-seed it . 2024
4F 9 A %A~ TF WASM sandbox, 7R T FHE Hf hypergraphs (24t . H B 7E HFHE-WASM b & b il i
AR, RRIFFFSRINE L2 Ty6E . HUFACD R 2R A OCaml 155920 HAZ.O 5T K FHE J -
https://github.com/octra-labs/ HFHE , A REFR MBI, HA—AME B 52U . HFHE SR MR8, 2
ARIHEABR . MR B ZatE M ARRIIE, TRk,

2025 4E 1 H 7 H %A T Octra I3 phase 1, A7j#id 300 4~fi57 validator, FF AT NfF, 1T M.

5.9 Mind Network: FHE #)ii#j)2

Mind Network g {14 PoS il AT M4 () FHE BJ5i)2, i Zama S7HF. HPRAURS 48 oAU SR -

2024 4£ 9 H, 3KAF1000 J7 F4; Pre-A fo e, 2024 4F 4 H RATHAMES), 2024 4 5 H G 3h4hH .
H FHE Bridge /2 ¥ /™I [ 32 M4 @ MU R Pt FHE &, I THREEL S % 4. &5 SWIFT fil
JLR ST T Tl 5 Chainlink 253 17— ZASEGFI %7 ET AR B4 2 2023 AFHFFTA
SFHE-DKSAP: Fully Homomorphic Encryption based Dual Key Stealth Address Protocol,

5.10 Co-FHE: JL T Wasm i) FHE

Co-FHE 155 BME EATE, HURAHD, drpa oSSR, AR DIF A 4E TRAT 4 V%

* https:/github.com/Co-FHE/fhe-wasm (WebAssembly): %:F FHE {9y Wasm #5125 .

* https:/github.com/Co-FHE/wasmi (Rust): fork § Wasmi Labs [ wasmi /g, E{i 2} Wasm %S .
* https:/github.com/Co-FHE/tfhe-rs (Rust): fork [ Zama TFHE-rs %, > FHE B3yEFE,

* https://github.com/Co-FHE/zkrpc: £:F Zcash Halo2 523 RPC ZK {[EHH .

5.11 Verisense Network: FHE VaaS W%

Verisense Network 5& 37~ i FHE W fEfr) VaaS (Validation-as-a-Service) M %%, 0] 5{F& &M EH &1
JH, BT AVS (Actively Validated Service) 53k, AR, AT HHERL.
HAZ DB SCEEAH 24~

* 2024 4F 8 HMonadring: SMffB) VRF Fil FHE SEEL R 8 g e s
+ 2024 4F 8 H Verisense [ % 1.

HR1F2025 4F Q1 2Rt .

5.12 Airchains: zKFHE L2

Airchains: ff ) Zama thEVM , IEXEFH & AL PEFTZE I BE g e 6 LA, Hsm R RIHESLRS zk Ml FHE
ZEOTE—RM L2, $%/RHE K45 M Leveraging Zero-Knowledge and Fully Homomorphic Encryption Technologies.
H R T- MK o Be o HUEA, Sri AR A S5
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https://octra.org/
https://x.com/octra/status/1837084359255314940
https://github.com/Octra-Labs
https://github.com/octra-labs/HFHE
https://docs.octra.org/technology/hfhe
https://x.com/octra/status/1876408613826375687
https://www.mindnetwork.xyz/
https://github.com/mind-network
https://mindnetwork.medium.com/mind-network-secures-10-million-in-pre-a-round-funding-to-continually-build-fhe-fully-homomorphic-7f204994c4ba
https://x.com/mindnetwork_xyz/status/1796524027315712013
https://ethresear.ch/t/fhe-dksap-fully-homomorphic-encryption-based-dual-key-stealth-address-protocol/16213/16
https://github.com/Co-FHE
https://github.com/shiotoli
https://github.com/Co-FHE/fhe-wasm
https://github.com/Co-FHE/wasmi
https://github.com/Co-FHE/tfhe-rs
https://github.com/Co-FHE/zkrpc
https://verisense.network/
https://github.com/verisense-network
https://github.com/verisense-network/papers/blob/main/monadring/monadring.pdf
https://github.com/verisense-network/papers/blob/main/whitepaper/verisense_whitepaper_20240818.pdf
https://x.com/veri_sense/status/1876053035606278482
https://x.com/airchains_io
https://docsend.com/view/a8hrvn5vfhd94nqb
https://www.airchains.io/
https://github.com/airchains-network
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5.13 Fair Math

Fair Math7g i 24 2 046 FHE THEHL, 8O T 808 F— R b o)y R Ea-r 6. HH
PR — Dl R TP AE S RS, RFAPRI TS RENS) 2 M - i ad S il 5 B AL AL A S 1 e
i, fRSUH RIS, IR, B AS KIS R .

2023 4EJiC, Fair Math 1 OpenFHE #f [X —ift |4k T FHERMA V-4 , TE4{E B 2024 4E47118 3 (FHERMA::
Building the Open-Source FHE Components Library for Practical Use), HG|A T B &M &P, FHXHERTH)
FHE o)y 83607 1 4 B 83Tl . FHERMA -5 ERSSAN KGR DL 2] R HRE v iy 52 o ) |2 1
IR T AR 3] FHE R FFIE I, % EAE Apache 2.0 V7 RIHIE T i[ff PET (Privacy-Enhancing
Technology) #LIXFITA MG H. HEIFHERMA V& FC KT T2 k. 2024 4F 2 F3K15140 T34
Pre-seed et . 2024 4F 11 H &M TR AHKE A5 (Decentralized FHE Computer).

5.14 FHE Jj&iEAs

H B A T4 % B FHE S5 A

« SEAL (C++/C#): EZhERYEdy.

+ Lattigo (Go): FE¥ifTune InsightZid. Tune Insight j&—ZEHEAE T3 1% 5% EPFL $R %4 sL b =)
RN

o TFHE-rs (Rust): %[ Zama 4idr,

* OpenFHE (C++): F#ZfiDualityZiyr. Duality iy A 14 (&% ZREHRFIA R L RO, BEH
BV SRS ARG (B LV RAAERRE) Lt b e s UsEdsE .

X LEPE AR S IR R B, AR SR AR R FHE BUE5TE. Aid Zama 5 )5 R HIfY TFHE 55
W, HABASRRE 5, AN THE T 555, HConcrete HEALR M T —LUBAME R . #5775 & Al
RN, Zama PHEZRA—E RERAHY, Aid H BB SCR WV %0 A VT 50 H J5 e A -
FHE+ XHREEIH 1, [ Zama, Sunscreen FBAF AR 471 FHE 85 5t4h, Octra (H HFHE JCi{4HiE
3, SRR, HEWHER MY, HILTHEZ T Zama SEAERHESE .
H Al FERAUR A P RE VR -
* 2022 i €SoK: New Insights into Fully Homomorphic Encryption Libraries via Standardized Bench-
marksY. BEA T 2 FEZHINET, SDEAREAEAIL, S MR A ER T .
» HE Benchmarking Framework - HEBench: 2023 4E 8 A2 J5H-ILHE -
* 2024 £ (Benchmarking Fully Homomorphic Encryption Libraries in IoT Devices) . 41X} )42 & JF 57

BREY ToT Beas LRI

PERE VRN SRR G — i, AN EWRESCREA N AF (CPU. GPU. FPGA, TPU, ASIC), PA
R H Iy LRI H s A TR BE M oA AN R R, 2% E B SR R E R A P

TiAh, IS R H B AR R FEHE L AU EEZ A, W AZE & TFHE-rs (Rust), SEAL (C++/C#). Lattigo
(Go). OpenFHE (C++) SRZEEIPAL, BEBEE G ISR .
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https://x.com/FairMath
https://github.com/fairmath
https://www.ibm.com/blog/ibm-researchers-to-publish-fhe-challenges-on-the-fherma-platform/
https://eprint.iacr.org/2024/612.pdf
https://eprint.iacr.org/2024/612.pdf
https://fherma.io/challenges
https://fherma.io/challenges
https://x.com/FairMath/status/1762887750854832569
https://x.com/FairMath/status/1762887750854832569
https://eprint.iacr.org/2024/1917.pdf
https://github.com/Microsoft/SEAL
https://github.com/tuneinsight/lattigo
https://tuneinsight.com/
https://github.com/zama-ai/tfhe-rs
https://github.com/openfheorg/openfhe-development
https://dualitytech.com/
https://docs.zama.ai/concrete/explanations/advanced-features/floating_points
https://eprint.iacr.org/2022/425.pdf
https://eprint.iacr.org/2022/425.pdf
https://github.com/hebench
https://dl.acm.org/doi/pdf/10.1145/3704522.3704546
https://github.com/zama-ai/tfhe-rs
https://github.com/Microsoft/SEAL
https://github.com/tuneinsight/lattigo
https://github.com/openfheorg/openfhe-development
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5.15 FHE &%k

HHIRAE , 84> FHE A ZXIEAE R A1 AR HE At IEZETE A H i b B A0 ol Bk 2 20 2R Homomorphic
Encryption Standardization % T FHE 1 ISO AL TAE, [FIIif 25 pFHE i) 2 o 1 Zama TS AYFHE. org /)
A 22— KT FHE ARSI &, A —MEERADiscord, HAF4F 224 IpFHE 4FJ# 218 . OpenFHE il
HA —MEERAYFHE Discourseig iz, ML A T OpenFHE i FHE i3] . TFHE-rs, SunscreenfllOpenFHE
FFEEAS T HHE K. DARPA FDPRIVETi H 43T FHE SR, 525 4 4E 3k FHE &1 Z48 48 17 #
i 7 T RER ) . IDASHEAE AL AL LT &, I A XTETMES, N LY SRS
AR T R T e

XX, H AT Zama B HEIR, HIT LM THUER BEA 2R hEVM &, ERRZ I
H>RJ. Sunscreen F1BAIEZEIILAT o MAEAS FHE+ Kb E S E R R BINAIERE, FEAELEIN
25 FHE #URS A0 . FHE BOLREZIETIFESCI. FHE INell. FHE %448, FHE 280 I iE SDK
THS.

FHE AR SEPRfBO0r Sy, W5 B AT R, WSO E) . B8R/, SO/ PERE . 2 7xy
AR I SCE R SO R4 . TR AR N R G G5 8, REPRE A% B Wi £ FHE J5%E. HAl
KA, W ZKP K JEBE, HEiUiaT FHE fRIHIEL, JE2M %A J PR FHE BYAFEL R4, M
T BE B Y 136 2 S B B ] P b3 S M BE . 2R BOR.

6 FHE Y5 ZKP @&y

WEORL PR — 2 AR R S BT, AN [ P 2 SRR AN [T Y R RL 2O -

* ZKP: JIPRERSUER] B CMIERAME, MICHEFE. TR sk, HREmzE LS
FAEL, RUEIE T AR R IR0, TR E lRL R S 5, R4 IR e
SRR

* FHE: AVHEA BRI BRI S5R STEai SR Basf e . % SCr I 8 e FHE #)—
AESCHERRIE, PN E R AVREM S B EIIT RIS R D250k X EWE FHE B 5ok frikix
IWHRRIERRME, HUIth e R UL AT s B PRI, [RE L SC it By FHE W0, A77e ] BEn I
ALT T

FHE 5 ZKP G &77AE 2 ML :

o MIKEREER Ok AERE , FFZKP 5 FHE, BREGALG, WA TRE=fA, HPRE a4
fRfaTgmARtE. ZK Sefinry etk i FHE $2 (LAl .

* M FHE 535k A BIMIERE , ti FHE SSCEA T80, HRA S Z se ik, RIS 77AE ] EDME R
7 FOR AR B P TS, HOR U IR, BTSSR FHE pFLE M4 4 k.
WA K Z K FHE TARRRH T2l i 55 2ot , a5 a8 A e BT, M) ZKP $0K, it
S IEH VT FHE RBOTAAREITA (I RY) HRIZER ., G THE ZKP proof LM FLAIE  F) (YK
B, FEAXTTZ A, R o H AR SC. AT AT AR i 55 g (e RS, 4R BETE SRy 52 b
PRI (AL AT A5 By ZKP RIS SC S A R, SR ARG s iR, B 1k St Rk il
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https://fhe.org/meetups/053-FHE_Past_Present_and_Future
https://homomorphicencryption.org/
https://homomorphicencryption.org/
https://homomorphicencryption.org/workshops/
https://fhe.org/
https://fhe.org/
https://fhe.org/meetups/
https://discord.fhe.org/
https://fhe.org/conferences/
https://openfhe.discourse.group/
https://github.com/zama-ai/tfhe-rs
https://github.com/Sunscreen-tech/Sunscreen
https://github.com/openfheorg/openfhe-development
https://www.darpa.mil/research/programs/data-protection-in-virtual-environments
http://www.humangenomeprivacy.org/2024/
https://www.zama.ai/post/private-smart-contracts-using-homomorphic-encryption
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RIREN
EREay

YR

ZKP

4 11: ZKP. FHE DA REATL945 6

TEHENE.
TETCAFAL IR P A SCRF FHE 1 AR P, ZKP AERCH ] HLE # R w5 1. AR i e fm A2 4
PATN PR OLZ —
Tl oSt F R At FHE s i ng i ek
© UL RS F R RSO ISR TR =
Hispsh:

o XFTAEIL -, R PRSI A “enc(bal)’ HRI 2L 44 “enclamt)®. T A
2 (FREERH) 2R R OSBRI B £ 4 (11565 amt>bal*). M550 amt <= bal fE45
P IR O oA 507 (0 ZKP, i Pl ATE ‘amt <= bal T J6. 48 6 11 A%
SO SIR FRAF 4. ) I B SC BB R R —— 3 Sk 2 A VR AR 2 I )7 2RI %
K, WiALDUEBERLI S A

RGP, RS ? 2SR ZKP! P B SCHL ZKP, SR SR
SO, TR BRI R (.

o XFTAEOL T, R web3 g TAEEHL, HAp g =2 “don’t trust, verify RE(F(T, BLIIE”. Ha%0
W =BT TSR FHE 157 =2 ZKP! 15 7 W FHE I ] S S2 4T 7 FHE 5.
AR R E RN “VvFHE (RTIER) FHE)” . 15 rollup FraR AOAT RLPEIERAZEEL, V137 A ATIE A At AT
AT T FHE 3H8 . FRX AR ERCA “RIERTER) FHE” (%l ZKP, W] PATEH "F 35 FHE it
R IERHIAT) .

6.1 J ZKP iEW”FHE $U47”

H RTE X ZKP JER"FHE 047 8 1 2 Mozl

» zkFHEH]BA 2023 4 frfif it Arithmetizing FHE in Circom22i{3%HH, fifi/f] Circom 5 ARA4k TFHE H7) A~
B2 NAND [, FFEA 15 ACAZ0; i) Circom R4 FHEW HRg AN B2 NAND [], F5%4y 25
LA . JRAG RS 2 AR SO TR ] S I P T 35 A0 AN YD S Br—— R B “B 2 17 BR % FHE 155
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https://zkfhe.github.io/
https://pps-lab.com/blog/fhe_arithmetization/
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AIERIT” (AR UE SRS R A AR Sz i) MAREIL i), (E 8RR o i 29 R
A B TR0 FHEW F1 TFHE J5 2 PR FIPIERA v JR 2 2 %5 484t itk ZkFHE BBV, 1Y
% &1 5E HilfY FHE-friendly ZKP 2% R UEH] FHE. R4 Circom 735£ FhiEHJ5u, circomlib-FHE
FIBETT B B A R E A TR AR & 8. MR, e ANER TR, nlgs. S
fliAk FHE J5 RAEUEM RGeS AR R IX .

» 2023 4, L2IV Research [#] A fiThttps://github.com/emilianobonassi/zkFHEYY 221, T f] RISCO zkVM 316
ik FHE, PEREH A HIAR.

* zKFHE H BA 1E7F 44 #thttps://github.com/zkFHE/zkOpenFHE , %31 [l libsnark & 1Bl OpenFHE %+ FHE H,
BERIEREPEAG, ST 2R B ShAE B LA B2 5T witness BT

MU R SEHER) ZKP UM R GACER , (BB FHE S iE B b n I AT A . RSB
Jeikt) FHE J7 Efila— RS0, AP RESEAE, JUHRE SR RT3 = 2%, B4 FHE FHIEW]
RGAEA BT A R AU

¥ FHE J7 &M ZK SEARACUERN, S5m0l i —Sepk il :

* FHE JF ZHEAMH (Z, #1 Zo[X]/(XN +1) ) 5 RICS [ B F, 22 [ 1) DL )
o BRI A o

o ANIFEEUN Z AL AT 53 8

* BARSIVIFEIESRA, WMTERHIRCHE FHEW #Y 2 s .

« REMEHHOLEH (NTT),

* KAL) RLWE-RGSW Skl 2 ML #A1E -

FHE AT A TAR 35057, T web3 25 [a) i 6l ] i) f A %50 ZKP PR SR . Sh THIE] FHE %5 302 A% X
IEH, FEOEREW R E R, Hh A H ok BRE I EE “sm” (Foh3t), I HiX L5 H
i UPT . IR EESREZ VN R BRIR U PR 5 SRRy (A ECT A range proofs) . 2023 4
B3 (Verifiable Fully Homomorphic Encryption) H, %} Bulletproofs, Aurora, Grothl16. Rinocchio ZiERH &
Si) VFHE SCEUMEREREAT TXFEE , FHSCUER], EIEfE ] Grothl6 &&=t R SE, LW “faj BRAY FHE T15EHY
IERPAT” (AR RS INE IR S HIEIB ) R 2 LA B i ] .

H Bulletproofs, Aurora. Grothl6 23 F A ZKP AEBH £ 58, 1 Rinocchio J2 374 FHE WiEH &5,
i 2021 43¢ «Rinocchio: SNARKS for Ring Arithmetic) H#EH, (HHEA L FEARKEAE, FH T —FEE
BRI RGE, RIBEEIAR, HAEFFRBI FHE J5 S PRYEINAE . 2kFHE R T8 Y 2 507 =00
Rinocchio #47 TH4k, FHMACFSSZHLIL: https://github.com/zkFHE/ringSNARK  (C++), {E:BE A5 HAH

F KA HEFEE FHE-friendly ZKP JIEBH & %8 : 41 2024 4F 7 H Dan Boneh F1 Binyi Chen &3 {LatticeFold:
A Lattice-based Folding Scheme and its Applications to Succinct Proof Systems) HJifr$ Hif¥) LatticeFold {iF B &
g8, HAEAFAME (FHE) MR Ty S0 AR AR isdy, HaT 6 X i FAS O IE I R Geok T
UFHBAE R T HE TSI R R RIE , AR AA R AZRER B4 THIEY] FHE BAR P REEE .

6.2 JHl ZKP iFW”FHE %5 Jj1y RLWE % 50 X IE#1”
ETCEASITIEREE Pl FHE [, P e 0 I i A I 0 Sy A5 302 “hs b BT

45


https://github.com/zkFHE/circomlib-fhe
https://l2ivresearch.substack.com/p/tech-deep-dive-verifying-fhe-in-risc
https://github.com/emilianobonassi/zkFHE
https://zkfhe.github.io/
https://github.com/zkFHE/zkOpenFHE
https://github.com/scipr-lab/libsnark
https://github.com/openfheorg/openfhe-development
https://en.wikipedia.org/wiki/Ring_(mathematics)
https://arxiv.org/pdf/2301.07041
https://link.springer.com/article/10.1007/s00145-023-09481-3
https://github.com/zkFHE/ringSNARK
https://eprint.iacr.org/2024/257.pdf
https://eprint.iacr.org/2024/257.pdf

LRIZSIMEHE . SIS KK RS lynndell2010@gmail.com, mutourend2010@gmail.com

PAKHS R 44 2024 42183 Greco: Fast Zero-Knowledge Proofs for Valid FHE RLWE Ciphertexts Formation),
i1} ZKP SRIEW] FHE 257511y RLWE % 30k s, FHIRAIS I :
* https://github.com/privacy-scaling-explorations/greco (Rust & Python) [JF Halo2 iFFi &% 1: 1IEHA BFV
4[] AN 7 58 v n 8 4 S TE A
« (https://github.com/enricobottazzi/zk-the (Rust) [T Halo2 JERHZESEY: i ZK SEiER], BFV £
ME T, IR EAT .

£ Multi-party FHE i, 456 B CURREE RIS, HER0I % 5 10 % SCHRAC 4 server, AR R 1%
i, server X145 FIrH A2 (1% SR S5 5

W, FEARCATEES, SR TR B % SORAR . AR sw=0 E£(0) f1 E(1). &&
P\ T RES KR TOR N BRI 2E 40 E(145127835), MIMHRHELEE A28 . G, 16 R AR HAR 32 1
W —NMEMRLWE %3¢, H., HFTERHSOE X VA ROERE (EAN 0, BN 1).

Greco [ zero-knowledge proof if: FH FiIERH I RLWE %5 302 well-formed (FFE KNI ), BIFH Y i 4% 4
TERIEHN . Greco AU proof, WIS HAWESMREE B AL, HAE AL B Bl A TP E.

6.3 Ml ZKP iEW]”FHE Bootstrapping 1] 1F#fidi171”

Bootstrapping #::i #  FHE J5 % Hir 3 SHHY#RAE, /L4 TFHE /) Bootstrapping, HH'E FHE J5 %
) Bootstrapping, T I AR, HHAM 2%, (A BN HAY SNARKI fying #ff, 552 Prover &
LERBNAE, MRZEOVTRIEZ VISR . B4 TFHE [ Bootstrapping fif SNARK-ifying #/F, &
SR TS . Zama BN LGS, [T FHE toy 280 (A2 EELSHL), 1EAA 128GB RAM i) AWS 52
Bil_FisfT, HBENFAG T

Zama [P\ 2024 i Towards Verifiable FHE in Practice: Proving Correct Execution of TFHE’s Bootstrap-
ping using plonky2rf, HK AT, FESLEH, KA FHE Bootstrapping #:4F, i /] SNARK SKIEW]. #%i&
R 75 R T TFHE Bootstrapping #E 25 L. TFHE (1 PBS o, @85 —PHEA LK (4 600
F) 700 ¥R ) FECHIEES; SNARKS 357 AR 0] {#i [l Incrementally Verifiable Computation (IVC) 3¢ E#CIERZIEEE
MASERFRIGERRIT A — A KA . BTl IVC, 24— UAEM— R, AR — UGN g 4. [F
XFH TFHE #EA7 T /A EARE, (EHSEE & 15T BRI R L AR AL,

FEEFF 5 AL i https://github.com/zama-ai/verifiable-the-paper (Rust, Plonky2) #, {iiff] Plonky2 Sl T 5
TR IVC 7%, H#i% IVC I %M T T TFHE PBS.

Zama A A H: TFHE $EAT 7 /08, MRS & T8 T A RIS F R . 20 K% 31 modulus,
BEECH Plonky2 JsUA= (i FIR 2K BE T key switch, {fif3Rl5@ 1 external product KHhAT. fiFBIEET IVC 1Y
T, FHRNERE T RN, SR IEICAR W] IZTTX Prover, 7EZ 8L AWS IR, 115 proof 7
2920 24, PIRIRHR K, (BRSBTS HKF T . proof size )24 200kB, ¥&1IE proof I K AU 75 BAZ D,

P, Zama FIBGIAH: vFHE ZF595 AR % . IEW] FHE J7 2w B R HEFR S (Bootstrapping) , A i
MAAIEE G R R RA SNARK SRIEW] . @ — P EEM RAER, tE— I, A SRR ER,
s el Prover, i PBS MLk, ¥ REE|, SEEEAY FHE MLEX? RAA T A ZkVM RYSEIHOR?
BEA TGS FHE 11 zkVM? i fl BT folding 17 IVC (710, 2024 453 {Mangrove: A Scalable Framework
for Folding-based SNARKsY) , T A2 T IVC, BERHAFHEAFIRHOR? Zama FIBAIRAE vFHE J7 286

46


https://eprint.iacr.org/2024/594.pdf
https://github.com/privacy-scaling-explorations/greco
(https://github.com/enricobottazzi/zk-fhe
https://eprint.iacr.org/2024/451.pdf
https://eprint.iacr.org/2024/451.pdf
https://link.springer.com/chapter/10.1007/978-3-540-78524-8_1
https://github.com/zama-ai/verifiable-fhe-paper
https://eprint.iacr.org/2024/416.pdf
https://eprint.iacr.org/2024/416.pdf
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XTRRABEARTEE R, HRHARBURZ BB A NI AR o

7 AKRIim

ARSI (FHE) A SRS i 22 i ok, B 2R A i 2 il . FHE
TR ) — S8 P A

C PR 5 ZK R, FHE VSRR IR, MR, et S A R S

CBSCRAT R AR S e, EUEEEG R Tk TN S T AE AR
AU (EFFE, FE LA U

MRl AR R T ASIE S5 th UM BB, T AR (S A K T RO W5
FOMERE . e R L 6 I D S AR

© ML R FHE SCHHINERACHRENT R, (A R T A A I S AT
H, W RAM (BEHLVFFIBER) $155%.

« VLS A% FHE TR AT, ARAGIRIA], RO R R
T TERRREI RN, 24 B A R BT IR L 5

- BV AR DA BT S TR e R T 0 L

BRI TR BEZ ARG FHE Jr 4RIl RG0S0, WL TR A RISRSER i AR
U S BERHEHT 2 T B (R0 5K ) FHE 5Bl 9 260t 3 X 2
ST TS

¢ HCHIE TSI R R AR, DIVIE FHE J7 R0V S At LT LR,
PLALIRIASZR . /MR S B BB 5 R B 5

© BRI WA BB SEOT AR SH, (T FHE S:30th 5 U AP I PR A 22 4o 56
KT, BYBH AT AR 1T AR, St RIDErE .

« BRI B A (0 FPGA , ASIC IS ANIE ) IEAERRA T, DA A T 509 b 0
SR TR ORI R B H T FHE 755 A 5 50k, F A E A — S FHE
M, PRSI “FHE FRURMIBES S 4%

CRAMBIE: G FHE SICME A (WAHHRESING AES) , EAERIPIRITRA 0L, Wit
W BRI . L LG8 FHE IR0, 1A I B SR A E R AR

BRI T A FPBE AR (LAUMIEEO) TIF % FHE G030 bR R, (EHEBS -2 B 0 T
(R SRN . FRAEACT A S) T FHE SOl bR

M FHE TREIEHAEERE, WIFeAT

* 1) Threshold FHE ('JBR FHE): H i FHE XG5 H K2 4N I AIE T , (8 /1 X AL
BEATRRES . U T BRABSE T A SCR 25 B validator £ . @dWalletLabstH: 2024 4 2PC-MPC:
Emulating Two Party ECDSA in Large-Scale MPCY [ J¢ fiH{ FHE 5 MPC %56y, 20T SL8EE RN
TEFRALRY CER .
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https://x.com/dWalletLabs
https://eprint.iacr.org/2024/253.pdf
https://eprint.iacr.org/2024/253.pdf
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* 2) Multi-key FHE (£%4%] FHE) : |10 FHE J5 58 th 28 A MR oL A~ 100 1002 50 1) i 2 2 ) L e A
S 3 P I B B N (4 %85 SC . 30 0 T 85 BH AR RS ARL DRAIE J T Ok — S8/ S (W AUl . 22 %5 %H FHE Ji
SR 22 AN B I ) B A T BT SR R A R, PR A R A HE A A Ty (R
Fl validators B5iiE# ) (WRIEAIGIE T A REMRE .. % BAPFI M FEREF S EEAC KM% L
PR T BRI RIS

3) Verifiable FHE (VFHE): FHE {7 — % JRAUSZ nI B0 E T A S FHE SEREVEIRIE . IRETR 2A
FHE-friendly ZKP J5%.

4) B EMEI: 4, ¥GAE FHE %30t A . 7B Ae 4 563 FHE J5 R0 4% 7. £ Craig
Gentry 7EH: 2022 4Fi£ 3¢ «Homomorphic encryption: a mathematical survey) H1ff¥sHt, ¥ FHE By
WA, RRAWEE: AEME “ToMEE” B FHE; RESCEUA & T HE ) FHE 4%,

© 5) fni: ik FHE PEREREWE & SLFr v 75K

* 6) FHE 4% : B4 FHE ik, BRB) P KB RE:, 271 FHE B VS e .

8 TR

TEid AJUAE R, FHE WPEREIUS T 2 UCCER, [EH AU Z R e e M RN A Ty 5. BFE A
EL MRS B0 UE N ] % il i o SE B A8, H BT E 2 & 248 — W T FHE RS8P 0%, nsER A
e i0S L5 AT EF FHE [ Seri sk i R TIRE, 1R T 2B R 2024 48 7 H #4 Announcing Swift
Homomorphic EncryptionPA & 2024 4 10 H 202 AE SR BL AR > Rl IR S0 %

Data Bridge Market Research /347 T 4Bk 4 [F SN 11, %47 2023 48 2.9762 123650, Tiit#|
2031 4F$FiK %) 5.5087 2370, 1F 2024-2031 AR I P 058 A AR R K%k 8.00% ., [iZ5 FHE BB yEF T
PRSI PR K R, S Br 2RI BRI X T

H ZK e 4 RIKT- B AETE3E TR 10 123702 — MR A NG ), Bl E 24
MBIA WSS, Sergey it FHE K755 2R Z0MH R Y 9 4 BEAA B H i /KPR Ry 9 12364 VC. X2
K FHE B T B S , I H W AR E S L . Sergey AN LREITY 1% K 1 TE 2 113 5]
B, 2% B B I N FURSS . 245K, 5 RGE A VM IREERA R W] B, (BN Re e i A f ik
Frifitb. HER AR AL R B ERE A S A3 00 (AR . dEdr AT A ) B4 FpigE. FHE 4085 20
ZINYE A, SR TR, S F BN 6 B TF K PR 85

Niobium ] AIN Kl 2025 4E (W F2k, FHE 2T RIRESCH F i AL R AR . FHE FEit Sad
XPEAEHATING , AR AR O VA RN KRS A FHETCH 28551 851 Tl e 2 > FHE
ok RSN ], AR AR DI . AE 2025 45, Bifi% FHE fIERACR A, Bt Mg =4~
Eadh N Re AN X HUEER) R R B RITE T IR SOEEST TR BRI S & e AR ) 2 B s AT HiMETT
K, MR ER .

9 BHICHK

* GGH 451 £ 48 Public-key cryptosystems from lattice reduction problems

* Regev05 i3 On Lattices, Learning with Errors, Random Linear Codes, and Cryptography
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https://ems.press/content/book-chapter-files/33149
https://www.swift.org/blog/announcing-swift-homomorphic-encryption/
https://www.swift.org/blog/announcing-swift-homomorphic-encryption/
https://machinelearning.apple.com/research/homomorphic-encryption
https://www.databridgemarketresearch.com/reports/global-fully-homomorphic-encryption-market
https://twitter.com/sergey_nog/status/1766474271537115478
https://www.itprotoday.com/data-privacy/three-homomorphic-encryption-trends-for-2025
https://doi.org/10.1007/BFb0052231
https://arxiv.org/pdf/2401.03703
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* Regev09 LWE On lattices, learning with errors, random linear codes, and cryptography

* Micciancio-Regev -5 Lattice-based cryptography

* KTXO07 i3 Lattice-based cryptography

* DGHV10 i X Fully homomorphic encryption over the integers

* LV10 {3 On Ideal Lattices and Learning with Errors over Rings

* Gentry09 Fully homomorphic encryption using ideal lattices

* Alice Silverberg Fully homomorphic encryption for mathematicians

» CR16 &3¢ Recovering Short Generators of Principal Ideals in Cyclotomic Rings

* BV11 {3 Efficient Fully Homomorphic Encryption from (Standard) LWE

» LTV13 i3 On-the-fly multiparty computation on the cloud via multikey fully homomorphic encryption

* GSW13 {3 Homomorphic Encryption from Learning with Errors:Conceptually-Simpler, Asymptotically-
Faster, Attribute-Based

« TRLWEI18 &3¢ TFHE: Fast Fully Homomorphic Encryption over the Torus

o BRENE RS NS E SR

o JIREA . RG] KBS S B

* Google Jeremy Kun 2024.5 1#%¢ A High-Level Technical Overview of Fully Homomorphic Encryption

* Optalysys 1B\ 2024 4 10 H {§% Fully Homomorphic Encryption industry leaders join forces to form global
FHE Hardware Consortium

* Fhenix HIBA 2023 4% 10 H 17 H1#% The Holy Grail of Encryption: The Rise of FHE Technology

* NGC Ventures [#]BA 2024 4£ 1 H 12 H{#% Introduction to FHE and Blockchain: Implications for Scalability
and Privacy

* Awesome Fully Homomorphic Encryption (FHE) x Blockchain resources, libraries, projects, and more

* Awesome Homomorphic Encryption

* PANews 2024 4F 9 [ 17 H3C# 4 mZSN% (FHE) F3ERE 5 H

* 2022 4Fi 3 {Survey on Fully Homomorphic Encryption, Theory, and Applications)

* Craig Gentry 2022 42 3% {Homomorphic encryption: a mathematical survey)

« 2024 4 12 A 20 H Jorge Myszne, Niobium Microsystems 1 i ;=i 'E 1% 3 Homomorphic Encryption
Trends for 2025

* HCLTech [# B\ 2024 4F 6 H B4k Homomorphic encryption: Exploring technology trends and future approach

* 2024 4Fi8 3¢ (vFHE: Verifiable Fully Homomorphic Encryption)

» PPS Lab HIBA 2023 4F 10 A {#% Arithmetizing FHE in Circom

» PPS Lab HIBA 2023 4F 10 H 1#% A primer on the FHEW & TFHE schemes

* 2024 4Ei8 3¢ (Oragle: A Depth-Aware Secure Computation Compiler)

+ 2023 4F 10 Hi£C €A Survey on Implementations of Homomorphic Encryption Schemes)

* Sunscreen FBA 2021 4F 8 H1#% An Intro to Fully Homomorphic Encryption for Engineers

» TFHE: 2016 4Ei3C (Faster Fully Homomorphic Encryption: Bootstrapping in less than 0.1 Seconds)

« BGV: 2011 i3 (Fully Homomorphic Encryption without Bootstrapping)
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https://doi.org/10.1145/1568318.1568324
https://doi.org/10.1007/978-3-540-88702-7_5
https://doi.org/10.1007/978-3-540-88702-7_5
https://doi.org/10.1007/978-3-642-13190-5_2
https://doi.org/10.1007/978-3-642-13190-5_1
https://doi.org/10.1145/1536414.1536440
https://eprint.iacr.org/2013/250.pdf
https://doi.org/10.1007/978-3-662-49896-5_20
https://eprint.iacr.org/2011/344.pdf
https://eprint.iacr.org/2013/094.pdf
https://eprint.iacr.org/2013/340.pdf
https://eprint.iacr.org/2013/340.pdf
https://eprint.iacr.org/2018/421.pdf
https://blog.sciencenet.cn/u/chzg99
http://www.ecsponline.com/yz/B25760857122D4854AEC2BA6269BE4C6C000.pdf
https://www.jeremykun.com/2024/05/04/fhe-overview/
https://optalysys.com/fhetch-consortium-launched/
https://optalysys.com/fhetch-consortium-launched/
https://medium.com/@Fhenix/the-holy-grail-of-encryption-the-rise-of-fhe-technology-6642b9e17ce9
https://medium.com/@adam.ngc/introduction-to-fhe-and-blockchain-implications-for-scalability-and-privacy-3858a82f5b63
https://medium.com/@adam.ngc/introduction-to-fhe-and-blockchain-implications-for-scalability-and-privacy-3858a82f5b63
https://github.com/TelahVC/awesome-fhe-blockchain
https://github.com/jonaschn/awesome-he
https://news.qq.com/rain/a/20240917A01H1700
https://eprint.iacr.org/2022/1602.pdf
https://ems.press/content/book-chapter-files/33149
https://www.itprotoday.com/data-privacy/three-homomorphic-encryption-trends-for-2025
https://www.itprotoday.com/data-privacy/three-homomorphic-encryption-trends-for-2025
https://www.hcltech.com/sites/default/files/documents/resources/whitepaper/files/2024/06/03/redesigned-homomorphic-encryption-%20exploring-technology-trends-and-future-approach.pdf
https://dl.acm.org/doi/10.1145/3689945.3694806
https://pps-lab.com/blog/fhe_arithmetization/
https://pps-lab.com/blog/fhew_tfhe/
https://eprint.iacr.org/2024/1409.pdf
https://hal.science/hal-04047955/document
https://blog.sunscreen.tech/an-intro-to-fully-homomorphic-encryption-for-engineers/
https://eprint.iacr.org/2016/870.pdf
https://eprint.iacr.org/2011/277.pdf
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* BFV: 2012 4Ei 3 Somewhat Practical Fully Homomorphic Encryption)

* CKKS: 2016 4213 «Homomorphic Encryption for Arithmetic of Approximate Numbers)

» HomomorphicEncryption.org 2018 4F- slide Building Applications with Homomorphic Encryption
* Greenfield Capital 2024 4F 7 H1#%¢ The muted Seven 7 things you should consider re confidential compute
» Sunscreen 2023 4F 8 H1#% How SNARKSs fall short for FHE

* 2024 4£ 4 A 18 H BigBrainVC [#]p\1#% Flawed Homomorphic Encryption

* 2024 4 Verisense Network slide An Introduction To FHE and Its Application in Rust

* Vitalik 2020 4F 7 A 20 H {#% Exploring Fully Homomorphic Encryption

* 2023 4Ei8 3 (Verifiable Fully Homomorphic Encryption)

* 2018 4 (Homomorphic Encryption Standard v1.1)

* 2021 4Fi 3 €SoK: Fully Homomorphic Encryption Compilers)

* 2024 53 «SoK: Fully Homomorphic Encryption Accelerators)

* Sunscreen [#]PA 2023 4 5 A 1% Building an FHE compiler for the real world

» Zama HBA 2023 4 5 H 23 H1#% Private Smart Contracts Using Homomorphic Encryption

* Craig Gentry 2024 4F 6 H /> ZA145 FHE: Past, Present and Future
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https://eprint.iacr.org/2012/144.pdf
https://eprint.iacr.org/2016/421.pdf
https://homomorphicencryption.org/wp-content/uploads/2018/10/CCS-HE-Tutorial-Slides.pdf
https://greenfield.xyz/2024/07/04/the-muted-seven-7-things-you-should-consider-re-confidential-compute/
https://blog.sunscreen.tech/snarks-shortcomings/
https://www.bigbrain.holdings/post/fhe/#flawed_homomorphic_encryption
https://drive.google.com/file/d/1oITwgptwd0gw375eYhMCzCleH_4B6Tq0/view
https://vitalik.eth.limo/general/2020/07/20/homomorphic.html
https://arxiv.org/pdf/2301.07041
https://homomorphicencryption.org/wp-content/uploads/2018/11/HomomorphicEncryptionStandardv1.1.pdf
https://arxiv.org/pdf/2101.07078
https://arxiv.org/pdf/2212.01713
https://blog.sunscreen.tech/from-toy-programs-to-real-life-building-an-fhe-compiler/
https://www.zama.ai/post/private-smart-contracts-using-homomorphic-encryption
https://fhe.org/meetups/053-FHE_Past_Present_and_Future
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